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1.EXECUTIVE SUMMARY

One of the most dangerous security threat is thgeisonation, in which somebody claims to be
somebody else. The security services that couhisrtiireat are identification and authentication.
Identification is the service where an identityassigned to a specific individual, and authenticati
the service designed to verify a user’s identitiie Werifier can be identified and authenticated by
what he knows (e.g. password), by what he owns @rart card) or by his human characteristics
(biometrics).

The main objective of this study is to review andleate the biometric technologies including an
appraisal of the application areas. It is difficdaltmake an objective and accurate evaluation eseth
technologies, since testing these systems invgieeial laboratories, test subjects and trained. staf
This study is based on the available literaturensag papers, technical reports, evaluative studies,
manufacturers and designer claims.

In this study we examine the two categories of itvia techniques. Theghysiological based
techniques, which measure the physiological charistics of a person. These include: fingerprint
verification, iris analysis, facial analysis, hagebmetry-vein patterns, ear recognition, odor detec
DNA pattern analysis and sweat pores analysis.bEmavioralbased techniques, which measure the
behavior of a person. These include: handwrittgnatiure verification, keystroke analysis and speech
analysis.

There are two basic concerns in these technolodies:error tolerance and the storage of the
templates. The setting of the error tolerance ek¢hsystems is critical to their performance. Both
errors False RejectiorandFalse Acceptangdeshould be low and they should both be quotedhiey t
manufacturers.

The recorded biometric measurement of a usengglat¢ can be stored in various places depending on
the application and the security requirements tf #pplication. The templates can be stored in the
biometric device, in a central data base or intgasards. Trusted Third Party (TTP) services can
provide security in transmitting and managing #raplates when stored in a central database.
Reliability and acceptance of a security systenmeddp on how the system is protected against threats
and its effectiveness to identify system’s abu$hsre are various sources of threats that the bigame
technologies face which they can fall into threemeategories: physical, human and technical. We
list and describe these threats in order to examimeeach biometric technology addresses them.
Based on the literature, criteria are listed irs thiudy, for evaluating the biometric methods and
devices. The first set of criteria is formed to leage protocols, algorithms and codes implemented i
the biometric systems. The second set will be useelvaluate operational, technical, financial and
manufacturing aspects of these systems.

Lack of standards and independent testing are #ak\points of these technologies. In this study the
various standardization bodies seeking to devel@mdsrds are listed. The activities of other
associations, that can be found helpful towards #ffort, are also described. Various U.S. and
European biometric projects have been describaeddar to provide knowledge and information for
these technologies and their various applications.

Biometric technologies are applied in the followisgctors: Pubic Services, Law Enforcement,
Banking, Physical Access Control and Computer &Wdeks. It has been concluded that TTPs can
provide confidence in these applications where ltioenetric templates are stored in a central data
base.
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1. INTRODUCTION

One of the most dangerous security threats is rtipgelisonation, in which somebody claims to be
somebody else. The security services that couhierthreat are identification and authentication.
Several definitions can be found for these services

For example in [67], identification is defined te the association of data with a particular priatip
where a principal is an identity having one or mdigtinguishing identifiers associated with it (e.g
human users, physical/logical entities). In the saaference, authentication is defined to be thte st
by being true, real or genuine; worthy of acceptabg reason of conformity to fact and reality; of
unquestioned origin; not copied, original; propedyalified; possessing authority not open to
challenge.

In EU's glossary [19] authenticity is defined aidies " the avoidance of lack of completeness or
accuracy in authorized modification to information”

The OSI authentication framework (1ISO10181-2, $et) implies by authenticity the service which

provides assurance of the identity of a princigalthentication services can be used by entities to
verify purported identities of principals. A pripal’s identity which has been verified is called an
authenticated identity.

In this study authentication is regarded as distiram identification. In particular by identifiaan
we understand the process whereby an identitysigraad to a specific individual, e.g. a name; and b
authentication the process designed to verify dsigientity.

The original need for identification was social temsaction became more complex this need became
economic. Names was the first means of identificgtin particular surnames were used in Britain in
1066 [17], [35]. In 1538 in the reign of Henry Viblarish priests keep registers of births, deatlds an
marriages for identifying purposes. Passports Weosvn to English law in 1300 [29].

There is a variety of means for identifying a petsadentity:

» appearance (how the person looks, e.g. height,egeneight)

» social behavior (how a person interacts with others

* name (what the person is called)

» codes (what a person is called by an organization)

* knowledge ( what the person knows)

* possession ( what the person owns)

* bio-dynamics (what the person does)

* natural physiology (who the person is, e.g. faciedracteristics)

» imposed physical characteristics (what the persaow, e.g. tags, collars, bracelets).

The goal of authentication is to protect a systgmirgsst unauthorized use. This feature enables also

the protection of subscribers by denying the pdgsilfor intruders to impersonate authorized users

Authentication procedures are based on the follgwajpproaches [86]:

» Proof by KnowledgeThe verifier known information regarding the cladidentity that can only
be known or produced by a principal with that idlgnt(e.g. passport, password, personal
identification number (PIN), questionnaire).

» Proof by Possessiohe claimant will be authorized by the possessiban object (e.g. magnetic
card, smart card, optical card).

* Proof by Property.The claimant directly measures certain claimargpprties using human
characteristics (e.g. biometrics).
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Members of industries, hospitals, banks, airpcarsyclD cards, punch passwords or PINs in order to
identify themselves. In government and conventiog@ironments, security is provided through
badges, provision of information for visitors, issyof keys [15]. These are the most common means
of identification since they are the easiest toamiber and the easiest to confirm. However these
means are the most unreliable putting all companehsecurity at risk.

IDs can be stolen, passwords can be forgottenamked. According to a UK poll one in three people
write down their PIN number [64]. Security breachesulting access to restricted areas of airports
power plans have caused terrorism. Although thexdaavs against false identification [30] incidents
of intrusions and unauthorized modifications toomnfiation/systems/organizations occur daily with
catastrophic effects. Credit card fraud is rapidigreasing causing bankruptcies [10], [21]. Chifdre
have been kidnapped from day care centers aftergbeileased to strangers. The "milk carton”
approach for identifying children whose identitystseen changed has not been very effective.
Traditional technologies are not sufficient to reelithe impact of counterfeiting [65]. Additional
convenient security barriers are needed as ouetyogets more and more computer dependent.

Biometrics, the use of biology that deals with dstiatistically, provides an answer to this needesin
the uniqueness of an individual arises from hispeal or behavior characteristics with no passwords
or numbers to remember. Biometric systems verifgeason's identity by analyzing his physical
features or behaviors (e.g. face, fingerprint, @ogignature, keystroke rhythms). The systems decor
data from the user and compares it each time theisiglaimed.

Biometrics has been known for a long time. Alpreo®ertillon (France 1870) invented a system
(Bertillon system) based on finger print analysis itlentifying criminals. Francis Galton [37] trgn

to improve the Bertillon system proposed variousni@tric indices for facial profiles and he
established an Anthropometric Laboratory. Since time many facial measurements have been
developed [42], [72].

The most common biometric techniques are:
» Signature Verification

* Retinal Analysis

» Facial Analysis

» Fingerprint verification

e Hand Geometry

» Voice Verification

Relatively new biometric methods are: DNA pattegay recognition, odor detection, sweat pores

analysis, key stroke analysis, head analysis. We cetiegorize the biometric techniques into two

classes:

» Physiological based techniqueaglude facial analysis, fingerprint, hand geometetinal analysis,
DNA and measure the physiological characteristfes gerson.

» Behavior based techniquésclude signature, key stroke, voice, smell, swaaies analysis and
measure behavioral characteristics [82].

Biometric recognition systems based on the aboviaads can operate in two modes: identification

mode, where the system identifies a person seaychilarge data base of enrolled for a match; and
authentication mode where the system verifies aques claimed identity from his previously enrolled

pattern.

The reliability and acceptance of an informatiocht®logy system depends on the effectiveness of
the system and how the system is protected agametthorized modification, knowledge or use.
Systems based on physiological-based techniquemare accurate however the devices are larger
and more expensive. Behavior based systems netb@iflanhancements in identifying, verifying and
adopting individual variability. They are cheaperimplement. It was found [25] that behavior based
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systems were perceived as less acceptable thamlgysal based systems. Biometric techniques can
be used to secure electronic transactions [49]egowent and commercial environments [15], [52],
[3], [74], secure public and travel documents [6@ffprmation systems and networks.

The primary goal of this study is to review andlaate the above biometric methods to address two
major security concerns: identification and autleaion. It is difficult to make an objective and
accurate evaluation on the biometric technologmace testing these systems involve special
laboratories, test subjects and trained staff. Basethe available literature such as papers, teahn
reports, evaluative studies, manufacturers andydesiclaims we set criteria , define threats, eatalu
biometric methods based on these criteria, lisr fieesent and future applications. These goals are
achieved as follows:

A generic approach for all biometric methods isentaken in the second chapter of this study. Is thi
chapter technical aspects of the biometric syst@rasdescribed in general. Biometric systems show
variations in measuring human characteristics trab®r. A measure of variation is embedded into
these systems which in technical language trarssiatéolerance offype land Type Il errors (sec.
2.1).

The first step in implementing a biometric systesrtd collect and put on file a data set (template)
representing the biometric measurement of a us@telare various places where we can store these
templates (sec 2.2). In the next section (sec &8.4lescribe the various threats based on theigecur
objectives of identification and authentication.esh threats arise from various sources (network and
distributed systems, organizations, data base)esihese sources are involved in the choice of a
biometric system/device.

Based in the literature we describe various ceténat can be used in order to evaluate the bigenetr

technologies (sec. 2.4). In Annex |, a completiedfcriteria is presented. Setting security stadsan

any information system is important for its expiion. Unfortunately standards have not been set fo
biometric technologies. However various attempestaking place from various associations, testing
centers and projects. In sec 2.5 we list and dessdtie various standardization bodies, testing and
projects for promoting and setting standards fontstric technologies.

In the third chapter we treat each biometric metbeparately. Each section in this chapter considers
one major biometric method, i.e. Fingerprint (sd..1), Iris Analysis (sec. 3.1.2), Facial (3.1.3),
Hand (sec. 3.1.4), Speech Analysis (sec. 3.2.1hdHAritten Signature Analysis (3.2.2) and other
biometric methods (sec 3.3). In particular we descrthese methods, we examine how the
corresponding technologies respond to the crini@ threats listed in sec. 2.3, 2.4. We then lhet t
application areas and products.

In chapter 4, an appraisal of the areas where lifmrechnologies are most important is preserited.
particular applications are presented in the psbiwices sector (sec. 4.1), law and order (s€9, 4.
banking (sec. 4.3), physical access control (sdd.ahd computers & network (sec. 4.5).

This report ends with chapter 5 where conclusigrsdaawn. A complete list of products, companies
(obtained from the journal Biometric Technology &gyl and manuals from certain vendors are
provided in a separate appendix.

2. GENERIC APPROACH OF BIOMETRICS

Authentication procedures are based on the follgwipproaches [86]:

* Proof by KnowledgeThe verifier knows information regarding the claithidentity that can only
be known or produced by a principal with that idgnt

« Proof by Possessioifhe claimant will be authorized by the possessioan object.

« Proof by Property.The claimant directly measures certain claimardpprties using human
characteristics.
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The most common approach of user authenticatitmeiproof by knowledge because of its simplicity
and easy of implementatioRasswordsare traditionally used in military applicationgotocols for
accessing computer systems, telecommunications,bandling. There are many reasons why this
approach is unsafe: Users usually choose predictadswords, they are also sophisticated computer
programs for searching passwords. Passwords mahiensecurely transmitted through the systems
to the legal users. Especially in network environtnghere an eavesdropper can easily pick up the
password, which is changed infrequently and flowardhe network. If this happens the eavesdropper
can gain access to all resources.

There are four type of passwords [23]:

» group passwordare known to all users in the system. This kingagswords are dangerous for all
systems.

e unique passworddor each individual are usually kept in a piece pafper instead of being
memorized. This puts the security of the systenskt

e non-unique passwordshich are used to confirm a claimed identity. Adlpassword is given to
users where identification depends on a long nunstered in a card (e.g. magnetic card).
Unfortunately these numbers can be read and changed

» passwords which change each tirmesystem is accessed have the disadvantage tlstt @t
password should be kept at the central system ampy should be distributed to each user. The
mishandling of these lists may lead to discloslitee secure transmission of passwords from a
central to legal users is a big problem.

Questionnaireis another method used in this approach. A lisgudstions is answered by individual
users and their answers are used to distinctidsntify them. However if someone knows the user
well enough he can answer these questions and somete his identity. This threat makes the method
very weak.

Passwords and questionnaires are providers of ramirsecurity they are not capable to stop a

malicious hacker. Therefore the other two appreadre more sophisticated alternatives to address
the authentication concern. The proof by possesamproach is considering the use of cards. The
cards that can be used depending on the applicatén

» Magnetic Stripe Cards

» Radio Frequency ldentification Cards (RF-ID) angj§a

e Optical Memory Cards

* Smart Cards

1. Magnetic Stripe Cardare highly acceptable since they have been usedl lfang time in various
applications (automatic teller machine, point-dsaperations, credit validation, access contraly a
they conform to ISO (International Organization ristard) [40]. Terminals using the cards are
standardized. Magnetic cards are widely used iroraatic teller machines (ATM) for credit
validation, for access control to secure sitesHte. user identity is stored on the magnetic strije
magnetic card is used in combination with a PINgpeal identification number). The danger of using
these cards is that the PIN might be stolen, thésazan also be easily copied.

New technologies have enhanced the magnetic cardscbrporating additional anti-counterfeiting
techniques [64]. New techniques known as Brocadgiain allow biometrics templates to be stored
on a magnetic stripe card since they store themeatothe VEINCHECK project considers these new
techniques (see sec. 2.5).

2. RF-ID Cardscontain a tiny radio transmitter activated witle tieceipt of a signal with a specific
frequency. If a biometric template is stored intsaccard it could be send to the biometric device
directly from the user's wallet without him knowiitg
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3. Optical Memory Cardbave information encoded in them that can nothanged. The advantage
of these cards is their large memory capacity weithbles to install encryption mechanisms in them.

4. Smart Cardsare plastic cards with embedded computer chipsnng only chips, logic-memory
chips, microprocessors). These cards have their apemating system, programs and data. They are
highly acceptable in Europe.

More advanced technology is used by smart cardshataly on VLSI chips for information storage
and processing. These cards are inexpensive apdgthaised as health professional cards, telephone
cards, banking cards, etc. Assuming that the itsetf is authenticated there is a weakness sinee t
card still needs to identify the cardholder by sameans. One of the most common techniques is the
cardholder to carry out a PIN check inside the cHi@vever this identification method is vulnerable
to attack.

The most advantageous cards are the ones whiokgaipped with a microprocessor since they can
store the biometric template and perform the \aatfon process. In the CASCADE [16] project a
smart card with a 32-bit microcomputer system wagt bvhich is suitable for voice, signature or
fingerprint biometrics. Biometric methods usedthe proof by property approach is the most
advantageous means of authentication since it oare stolen or transferred to other people. One
disadvantage is that a biometric PIN can not begbad.

2.1 Performance M easur ements

There is an important distinction between tradaiomeans of authentication such as passwords, PINs
and biometrics. A password (or a PIN) when typedamser will be either correct or incorrect, so the
user will be either accepted or rejected.

Biometric systems show variations in measuring hurolaracteristics or behavior. A measure of
variation is embedded into these systems whichedhrtical language this translates in tolerance of
Type | (False Rejection Error) antiype Il (False Acceptance Error) error. The proportiorfatée
rejections is known Type | error and the percemtafjfalse acceptance as the Type Il error. The
setting of the error tolerance is critical to therfprmance of the system. False rejection causes
frustration and false acceptance causes fraud. Tyged Type Il errors can be translated in false
acceptance and false rejection curves which aa¢eko system's sensitivity threshold settingallgie
these curves must be at zero at some thresholdedtidg the system at that point would yield a zero
false rejection and false acceptance error.

Realistically these curves have a cross over deaual error rat¢@ which is the threshold at which
false rejection and false acceptance errors arallgdikely. The lower the equal error rate the mor
accurate any particular device is. A tight thredhs®@tting will reduce the potential for false adeage
errors but it would increase the false rejecticoms:

All systems should be able to reset threshold ¢oeiise or decrease the level of security as negessa
User's acceptance should also be considered fiimgsétie threshold. Therefore the application will
dictate the best setting. Standards are soughisiore the same criteria used to obtain accurate-err
rate measurements [28]. In applications with medieourity level a 10% Type | error will be
unacceptable, where Type Il error of 5% is accdptdK banking community set performance figure
requirement 1 in 100,000 for Type | error.

Since the tolerance level is adjustable, there tisade off between the two-errors. Some biometric
providers take advantage of it and they only qtinéebest of the two.

Independent tests involving many verifications dtidae carried out in order to prove the accuracy of
the errors recorded by the biometric suppliers.
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2.2 Templates

By a template we mean the recorded biometric measemt of a user. A template is associated with
an identifier (e.g. PIN, password) in order to l#ledd up when it is requested. The templates can be
stored in Memory of Device, Central Data Base, Tsker Plastic Cards [64].

The storage of the users' templates depends dgpbef application that the biometric device vid
used and the size of templates.

Memory of Biometric Device

The templates can be stored in the memory of tadiric device. The memory capacity

of the various biometric devices vary. Storing thmplates in the memory of the device enhances
security since the templates are not transmitted.dlso economic since no additional cost is iregu

for issuing cards to the users. However this isthe best choice if the application requires many
users (e.g. criminals in different states) or i tisers need to be verified in different locati¢ag.
different bank branches, airports, welfare offices)

Central Data Base

The templates can be stored in a central dataibtts=number of users required by the applicaton
large or remote verification is needed. The segwdpect of storing templates in a central dat@ bas
should be carefully considered. The security oftémeplates can be compromised because of:

» the misuse and abuse of the data base administiaternal intruders

» their insecure transmission to remote biometridakes,

Factors that can cause the security compromisddafé4

* vulnerable telecommunication systems and networks

» abuse of privileges

* vulnerable communication protocols and compresalgarithms

If the public network itself is not secure then theplates transmitted over the network can be seen
by some intruder or by some network administratopkeyee. An expensive solution to this problem
is the use of dedicated lines .

Before transmitting templates over the Internsternet security should be enhanced. The use of
World Wide Web and its tools such as Netscape amsaid add threats to the security of the
templates.

A solution can be the establishment of a TTP (aetavork of TTPS) ensuring the safe transmission
and storage of the templates and providing the@eralata base security. One option might be
establishment of a TTP service in the central effif the network that will be responsible for they k

management, and the safe transmission of the téesplanother option might be the establishment of
a separate TTP dedicated to the safety of thelédespwhich cooperates with the TTP of the network.

If the compression algorithms, involved in the gaission, are vulnerable to a cryptanalytic attack

the templates can be revealed. If the communicgpimtocols are weak then the security of the

templates is at risk. Tested compression algoritantsprotocols against any known (or unpublished )

cryptanalytic attack should be used in order tos@né this major threat. Even if standard protocols

and algorithms are used, they still need to be uswet since as a standard ages it becomes
increasingly vulnerable.

Plastic Cards or Tokens

This method of storage enables users to carry g their templates in identification devices.sThi
method is most appropriate when:

« number of enrolled is large to be stored in a et kata base

e users need to be verified remotely

« templates need to be transmitted fast
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« sensibility and safety of transmission is a prorit

2.3 Threats

Threats can be seen as potential violations ofrggounith expected or unexpected harmful results,
and exist because of a vulnerability in a systdranlunauthorized user invades into a system he/she
can destroy information, operating systems, prografimey can disclose information or they can
cause disruptions or interruptions (damage systaatgjorks, organizations, institutions).

In biometric technologies where communication neksanight be used for transferring templates, or
when LAN can be used in identifying users in ananigation, or where the storage and transmission
of templates from a data base is essential or wherbiometric devices are installed in insecure

organizations then the systems might be abusedblsirag its components (e.g. networks, computers,
algorithms/protocols, data base, organizationsyisTthreats arising in these areas (telecommunicatio

systems, networks, computers and organizationgprbe the threats that the biometric technologies
face as well. If and how biometric technologiesefabese threats is critical in evaluating their

effectiveness.

There are the following sources of threats:

» Physical which include natural disasters (fire, storm,evatamage) and environmental conditions
(dust, moister, humidity).

» Technical is the equipment of a system (or software) whitlght fail to carry out its function
(failure), or it might carry them out in an apprigpe way (malfunction).

 Human which is the main source of communication breaclteincludes unauthorized users who
wish to damage a biometric system, and authorizedsuvho misuse the system either deliberately
or accidentally. The human threats can be furtlaegorized into internal and external: Internal
human threats are disgruntled employees, haclareef employees, system administrators, LAN
and data base administrators. External human thresise form commercial espionage,
government-sanctioned espionage, vendors, manuéastikids looking for kicks, nosy reporters.

» Theoretical,which includes the vulnerability of the algorithnmsotocols, and mathematical tools
used in the methods that they are implementedeisylstems.

The threats that can be identified are:
* Intrusion

» Denial of Service

» Disclosure of Information

e Corruption of Information

» Unauthorized use of resources

* Misuse of resources

» Unauthorized Information Flow

Intrusion occurs when an attacker gains accedsetodntral data base where the templates aretkept,
the device itself and is able to use it and modifp the same way as a legitimate user. Policassdn

to be geared against social engineering attackseliswhere an attacker uses ploys such as pa@sng
a senior administrator and demanding an immedihtsage (i.e. password, encryption mechanism,
renewal of templates etc.) to allow very important urgent work to continue. Some attacks in this
category will exploit weaknesses in operating systecurity and will not require the attacker to
knock at the door, the door opens itself for th&ystem administrators need to be trusty since their
power enables them to abuse their privileges iersg¢ways:

* They can change the data base for personal g&am other motivations.

* They can give themselves privileges to access ®that do not belong.

* They can allow dishonest people gain access anskdhe system.

* They can falsify transactions.

* They can control the back-up process so the badkeuwill be corrupted.
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In an organization environment the employees carsea lot of damage. There are unintentional

leaks which fall into three categories [78]:

* An employee discovers an unsought way into a systetevice.

e Security is focused in one area leaving otherscunse

* An "eyeball leak": someone observes a printout &TGscreen of information he/she is not
allowed to see.

Intrusion can also occur by cryptanalyzing algorigh discovering leaks of protocols, encryption
mechanisms and the cryptographic techniques usidplementing the protocols and algorithms into
the systems. In our days where parallel computidicated chips and optical methods (bio-chips)
provide high computing power, even standard algor#t that thought to be secure can be cracked.

Denial of service can be achieved in multitude afysy for example by corrupting routing tables, by
damaging stored data, by locking user accountsutgcceptable users physical and emotional
condition. Malicious code can be thought as anr@afidenial of service threat. Most users are now
familiar with the threat posed by viruses, wormjan horses and genetic algorithms. If non stathdar
software is used (i.e. from universities, from nmaga covers, from a friend or a neighbor) virus can
be spread into the systems that can have catagtrejicts such as deleting a whole hard disc td.da
However new forms of malicious code are appearinghatime.

There are several classes of system abuses:
* Impersonating/MasqueradingAn authorized user gains access to a system ardentral data
base where templates are kept by imposing as aoragd user.

» Exploitation. An unauthorized user seeks to exploit a hole [iieae of software or cryptographic
weaknesses of the algorithms and techniques ingolZ&ploits succeed because badly written
software is the norm, security is generally addsdaferthought, too many programs run with
excessive privilege violating the least privilegenpiple, and few programs use the operating
systems underlying security features.

» External penetrationAn intruder is trying to make unauthorized us¢hef system or device.

« Active WiretappingConnection of an unauthorized device to a comnatioi link or a system
for the purpose of obtaining access and modifyiaig.dThe methods of modifying data are:
¢ False messagethe intruder generates false messages, recerdpldtes or control signals.
¢ Protocol Control Information:The control information in the message frames dslifred in
order to send them to a wrong destination or tesdidation of his preference.
¢ Data Portion Modification: Part of the message is modified for achieving ithteuder's
purposes.

» Eavesdropping/Passive Wiretappiniylonitoring or recording data while the data is nogi
transmitted over a communication link.

« Traffic Flow Analysis Examining the flow of messages across a netwihk. frequency, length,
and addresses (source and destination of messagesalyzed).

* Replay Playing back a recording of a previous legitimagssage or record.

» Deletion. The unauthorized user discards messages, or eegagking on communication link.
The data base administration can delete a tempfateeplace it with another.
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Denial. The user denies the fact of sending/receiving ssamge or record of its original content.
This could be extended in denying obtaining someices from the network and therefore arising
problems in billing and accounting of the network.

Jamming.The intruder misuses the resources of the systemswapping a communication line
with bogus or dummy traffic so that real messagetemplates may not be transmitted. A devise
or system it self may also be jammed.

Social EngineeringPeople generally like being helpful and attackexploits this ruthlessly.
Social Engineering is very hard to protect agaassit is essentially hitting a "soft" target and
requires "soft" means of addressing it such ag ethfcation, clear policies and mechanisms for
reporting problems.

Transitive TrustThis type of abuse takes advantage of the troskets used by remote services.

Cryptanalysisof weak algorithms, cryptographic techniques usedrtplement protocols. This
abuse is the most sophisticated since knowledgmanfy fields in mathematics and computer
science is required (e.g. statistics, linear algeloryptography, dynamical systems, theory of
algorithms, complexity theory), the most expensif@arallel computers, dedicated chips,
sophisticated programs are involved), and the rdasgerous since the system can get abused
without a trace.

Data Driven. This type of abuse takes the form of viruses amah Horses. For example an
attacker can e-mail the victim a postscript filehaidden file operation in it. Or the abuser can
insert viruses into the system or device using skelte destroying or corrupting data across
organization's computers and destroying any netwmorkhich the computers are connected.

Magic. These are abuses that nobody has thought asugddt.a®tacks if and when discovered will
be full of surprises. An illustrative (and possjbexample is Racing Authentication, where an
attacker is able to sniff packets as a legitimaseruogs in with SecurlD or other similar
authentication token. The attacker mirrors the 'sderystrokes and takes a guess at last digit or
SecurlD code, thereby winning the "race" with tlsemlogin. If the attack is successful then the
attacker is granted access, and the user prohadilyhinks have made a typing error.

Combination abusesvialicious unauthorized users are likely to useombination of the above
methods when seeking to gain unauthorized accassdamny service.

Security Analysis ToalsThere several systems that will probe a comptdetest for known
vulnerabilities (Farmer, Venema's SATAN, tool). $hetools can be used by system
administrators to perform security audits, howesan also be used by attackers to probe for
weaknesses.

Legal AbusesPeople using information systems are subjechéospecific laws (e.g. in general
practice there is the Access to Health Records Bata Protection Act, Copyright, Designs and
Patent Act, Computer Misuse Act, Access to Heakhdrds Act, Health and Safety at Work Act).
These laws describe DOs and DON'Ts to follow fastgeting all three dimensions of security
(i.e. confidentiality, integrity, authenticity). €se can also provide hints for the abusers.

Physical AbusesAn unauthorized user can steal, hide or transgisds, tapes, printouts, fax
messages lying around, back up files, biometridadsvin order to collect enough information to
attack the system.
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« Untrained usersan abuse the system unintentionally only bectheseare untrained and they are
allowed to access the system. They can initiategages which can corrupt or destroy data on the
biometric device or on the central data base witenplates are stored.

« System ControlBecause of a lack or non-use of system contaldile, format, range and other
validity checks records can be unsafe and inpor&gan be maximized.

* Replay AttackSome biometric devices are not mathematicalbabke of differentiating between
live data (finger or voice prints from a live usand recorded data. This might be catastrophic.

2.4 Criteriafor evaluating biometric technologies

The reliability and acceptance of a system depend$ie effectiveness of the system, how the system
is protected against unauthorized modification,videdge or use, how the systems provide solutions
to the threats (described in sec. 2.3) and itstylaihd effectiveness to identify system's abuses.

In order to evaluate the biometric technologiesfing need to evaluate the biometric identification
methods that these systems are based on. Althooghahthe studies and surveys concentrate on the
evaluation of systems and products little has s#d on the theoretical strength of the biometrics
methods implemented in these products.

These methods use data compression algorithmsygoietand codes. The algorithms employed in
biometrics are similar, what is different is thehlrologies used to implement them in each biometric
These algorithms can be classified in three categor

« statistical modeling methods,

e dynamic programming,

* neural networks.

Coding detection and tracking of characteristias tie major components in biometric procedures.
These mathematical tools need to be evaluated. évtatical analysis and proofs of the algorithms
need to be evaluated by experts on the particidist If algorithms implement "wrong" mathematics
then the algorithms are wrong and the systems basélgese algorithms are (or will be) vulnerable. |
the algorithms used in the biometric methods hdeak's”, or if efficient decoding algorithms can be
found then the biometric methods themselves araevable and thus the systems based on these
methods become unsafe.

Different algorithms offer different degrees of sety, it depends on how hard they are to break. If
the cost required to break an algorithm is grethtan the value of the data then we are probably. saf
In our case where biometric methods are used iant@ial transactions where a lot of money is
involved it makes it worth it for an intruder toespl the money for cryptanalysis.

The cryptographic algorithms or techniques use@njgiement the algorithms and protocols can be
vulnerable to attacks. Attacks can also be condeagainst the protocols themselves or aged standard
algorithms. Some algorithms are only registerethaISO and not checked for vulnerabilities. Thus
criteria should be set for the proper evaluatiorihef biometric methods addressing these theoretical
concerns.

The evaluation of the biometric systems is basethein implementation. There are four basic steps i
the implementation of the biometric systems [13P][which impose the formation of evaluative
criteria.

« Capture of the users attribute.

« Template generation of the users attribute.

« Comparison of the input with the stored templatettie authorized user.

» Decision on access acceptance or rejection.
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The reference used in formulating the desirablierga for selecting a biometric method and system
are: [17], [47], [66], [44], [23], [63], [5], [75][76], [46], [28]. A complete list of these critarfollows.
The undergoing ESPRIT project BIOTEST will also elep criteria and measures for evaluating
biometric techniques, which unfortunately were cminpleted when this report was written.

2.4.1Criteriafor the Biometric Methods

The basic tools involved in any biometric methoe: algorithms, codes, protocols, and a data base fo
storing templates. Therefore criteria should bef@eevaluating these tools. In many environments
(e.g. military and governmental) where securitgmsgth is most important a biometric system will not
be adopted if the method that it is based on isactre. .

1. Correct Algorithms
The mathematics implemented in the algorithms areect.

2. Secure algorithms

Algorithms that are easy to break put any secuaitghitecture at risk however well built. The

techniques used to implement the algorithms shbelceither unconditionally or computationally

secure.

e unconditionally secureno cryptanalytic techniques available for breakihg compression and
other algorithms involved in the methods givenriité computing resources.

« computationally securdf cryptanalytic algorithms can be found then thecant of data needed as
input to a possible attack can not be stored isereand future computing systems. The time
needed to compute the attack can not be perform#dpresent or future computing resources
(high time complexity). The amount of memory neefledthe attack is not (will not be) available
in present and future computers (high space coritpjex

3. Good choice of keyhe choice of keys is important

4. Strong codes

* no efficient and rebust decoding algorithms shdndcvailable.
* no efficient and rebust decoding algorithms cafobed.

» the decoding (if it exists) should be an NP-congf@ibblem.

5. Secure Data Base
» data base administrator should be proven trustwatth
» template in data base should be securely storstiibdited and managed.

6. Safe protocols

« the cryptographic algorithms used in the protoenéssecure.

« the cryptographic techniques used to implemenptb&cols are secure.
e no cryptographic attacks can be applied to theoprd$ themselves.

e analysis of Protocols.

« no flaws can be discovered in the protocols.

7. Secure Networks and Distributed Systems

If the templates will be transmitted over a netwdhie safety of the network should be evaluated.

The biometric methods need to be evaluated by alissi whose expertise is the evaluation of
security systems. Some of these institutions a®ANRSA Laboratories, Swiss Federal Institute of
Technology, Queensland University of Technology fdilmation Security Research Center),
University of Belgrade (School of Electrical Enganimg-EE-), University of Kentucky (Department

of Computer Science-CC)), University of Westernaiat, London, Canada (Department of Computer
Science), Technion (Computer Science Dept.), HTugBrWindisch, GRETAG Ltd, University of
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Southern Louisiana ( The Center for Advanced Comp8tudies), University of London (Department
of Computer Science), University of Louvain (DagtEE), University of Wincosin (Dept. of CC).

2.4.2Criteria for the biometric systems

The reliability and acceptance of a biometric dewilepends on operational, technical, financial and
manufacturing characteristics which set criteriatfeese devices. In Annex |, a complete and compact
list of these criteria is presented.

Operational:

The devices should mmnveniento use. For example the time required to perfdsniunctions, such
as enrollment, authentication, verification, shoble minimum. In a supermarket queue or in a
company's entrance (at rush hour, i.e. 9am, 5pneyevierification is to be performed, the time taken
for verification is a major criterion for choosiagbiometric device.

An important factor in the biometric technologiespublic acceptability.In banking, security and
public acceptability is a priority for choosing ®imetric system since customers can choose another
bank (e.g. eye pattern verification systems arepneterred).User friendlinesss important for the
device to be accepted by the public. A device &r disendly if it is easy to use, it is convenieitt,
satisfies the user’s security needs, it conformsdotemporary social standards. It was found for
instance that in Japan people do not like to ptaee palm where other people do [64]. The device
should besocially unpalatableTaking off the contact lenses in a public placd ok into a scary
looking device will not be accepted.

A device is public acceptable if it isot discriminatory.Human factors such as gender, age,
profession, physical and psychological conditionaoperson should not influence the performance of
the biometric device. People with soar throat fecéd by dental anesthesia might face a difficirty
being verified by certain speech verification syste

Other operational criteria araniqguenessandexclusivity The outcome of the authentication process
should be unique, it should not change each tireeuster is verified by the biometric device so no
other form of identification should be necessarysed. The device should be put in a safe pladée so
can not be collected by anyone on any occasion.

Technical:

All technical components of the biometric devicetribute to its authentication time. For example if
the templates are stored in the biometric devifitthespace of its data basshould be sufficient.
Thetimerequired to measure the human characteristicsdierdo create the templates and steing
time of the templates should be minimufrhe size of the deviahould also be small. The setting of
the error toleranceis important to the performance of these systé&oth errors should be explicitly
guoted and they both need to be as low as posSiblae manufacturers quote only the best error, but
this is misleading. The devices shouldsbapleto use fastandprecise

The devices should be able to perform well indepatig of environmental conditionge.g. light,
noise, heat, moist, smoke, dust). For example inastl readers can not be used in high or freezing
temperatures, only in controlled indoor environrsent

They should beflexible in adjusting threshold settings depending on teeusty level of the
application.

Financial:

Cost is an important factor for choosing a biongetievice. This might involve equipment cost,,
installation and training cost. Most devices arpamsive and this puts a barrier in the expansiahef
biometric market.

Updatingthe templates can be a costly process. Afterdimpliates have been extracted by the users it
is very hard to classify them. Devices that carraggeonly in controlled environments (e.g. whem th
temperature is constantly 15-25 C), it is costlyptysically protect them. Theost of the software
used by these devices should be also considered.

Administration support might also become a big esge
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Manufacturing:

The chosen biometric system should be supported bhymber of manufacturers. National vendor
support must be capable of accommodating natiomaleimentation.

Data must be exchangeable from one vendor's systamother at an acceptable level of defeat.

Different criteria will be considered in differeapplications. Not all criteria need to be considdre

all applications. For example if the potential betdgf a company is big, cost will not be consideasd
one of the criteria for choosing a biometric systéna company wants to solve its security problem
and it is also of limited budget then the choicé e based on putting cost and security strengtiisa
primary considerations.

2.5 Standar dization-Testing-Pr oj ects

Information technologies should be internationaséoepe. Methods usable in Europe must continue to
be usable in U.S.A. and vice versa. Therefore siahziation is an important issue for choosing an

information technology. Since biometric technolag#e relatively new, standards are not issued as
yet. However various committees, associations agdrizations are formed in order to establish such
standards. There is a big need for setting up atalsdor the biometric market to get exploited.

2.5.1 Standardization Bodies

Some of the organizations seeking the creatiorstasfdards for the biometric technologies are [23],
[64], [8]:

« The National Bureau of Standartias published a useful guide (Guidelines on Evainaf
Techniques for Automated Personal Identificatiorfjiohi provide criteria for selecting an
identity verification system.

e European Union The European Union seeks clarification of varidasues arising in
biometrics requesting legislation consideratiorfsese issues include: ownership of template,
privacy, certification of safe verification prodagct security in data handling,
certification/standards appropriate for each appbn. Definition of rights and
responsibilities. The European Commission fundgegts for the promotion of biometric
technologies such projects are: CASCADE, BIOTEST.

The European Standard for access control -EN 5Q183under development requiring the
system requirements for access control technoldgibsive a False Acceptance Rate 0.001%
and False Rejection Rate less than 1%.

* The Association for Biometriqg®\FB) founded in England in 1993 has developedoagary
of terms involved in biometric technologies whidhhas been accepted by the British
Standards Institute. Its objective is the educatibthe public in the biometric technologies
and products.

e The Biometry Industry Standards Associatesiablished in U.S.A has set out the goal to
establish an independent testing site for the bioowkechnologies.

* The Biometric Consortiunastablished in U.S.A in 1992 by the US Departn@nbDefense
aims to create standards which can be used tbitasetric technologies for the benefit of all
government agencies. NSA initiated the formatiothef Consortium as part of its Information
Systems Security mission. The goals of the consurtire [14]:
¢ promote the science and performance of biometrics.
¢ create standardized testing, establish evaluateriec (National Biometric Evaluation

Laboratory).

ETS: BIOMETRICS 16



information exchange between government, industdyacademia

address the safety, performance, legal and etismads of biometric technologies.
advise agencies on the selection and applicatidmoofetric devices.

Their WWW address is : <http://www.vitro.bloomington.us:8080/~BC/>.

S OO

e The Security Industry Associatian U.S.A has been formed to set up standards Her t
biometric technologies for the benefit of non goweent association.

« The ASR Workgroum U.S.A is an industry standard body which it eleyped to speech
technologies with the objective the integrationoingystems. They developed Signal
Computing System Architecture (SCSA) specificatishich is supported by the industry
involved the integration of voice, data, and imé&gEhnologies.

« U.S. Army'sFacial Recognition Technology Program aims toldista a basic performance
standard for facial recognition algorithms, andprove algorithm performance.

» International Civil Aviation Organization(ICAO) examines biometric technologies for
enhancing passport and visas to machine readabierumts.

» Federal Bureau of InvestigatioffrBl) has developed standards for the exchangkaiaf [78].
An algorithm called Wavelet Scalar Quantization @Sleveloped by FBI, NIST and Los
Alamos National Laboratory became a standard ®ictmpression of fingerprint images.

» Other organizationsare: Australian Biotechnology Association, US S#ims and Exchange
Commission, Swiss Association for Artificial Intgkknce (SGAICO) and the International
Association for Pattern Recognition (IAPR).

There are various organizations/groups for setsiequrity standards [78], [73], [59], ([21], v.48).
These bodies should also get involved in settinghjpctive criteria and standards for the biometric
technologies since their knowledge and experiendébe very valuable.

These organizations are involved in the followicg\dties:

International Electrotechnical Commissi@ieK) founded in 1906 is the first standardizattmody.

Its objective is to promote international co-opiemraton all questions of standardization and related
matters in the fields of electrical and electrosmgineering. Its World Wide Web (WWW) address
is: <http://www.hike.te.chiba-u.ac.jb/ikeda/IEC/herntm/>.

The National Institute of Standards and Technol@d\ST) a division of the U.S. Department of
Commerce created in 1987. Standards developed$T Idre used in private and in government.
NIST issued DES, DSS, SHS and EES. Its WWW addsess

<http://www.nist.gov/srd/>.

The Clinton AdministrationThe President asks NIST to create standards. Rtieny products
when used outside the United States are contrédledreventing US's foreign policy, its national
security interests and the safety of the citizehthe other countries. In November 15, 1996 The
President William J. Clinton signed executive ordeansferring jurisdiction of encryption
technology. This order liberates the export potickpplied in commercial US encryption products
[18] such as biometric technologies where encrypischighly used.

The Federal Telecommunications Standards CommiffdeSC) works closely with NIST in
assisting them in setting communications standards.
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* The International Standard OrganizatigtsO) was founded in 1947 and it is located in &en It
is the biggest organization promoting the develapnod standards. Accredited representatives to
ISO are:
¢ The American National Standards Institute (ANSI)
¢ The British Standards Institute (BSI)
¢ Canadian Standards Institute (CSI) ISO has its oWMdWW page at: <
http://www.hike.te.chiba-u.ac.jp/ikeda/ISO/>.

» The National Security Agen¢MSA) created in 1952 by Harry Truman under thedgBartment of
Commerce. The Commercial COMSEC Endorsement Pro¢E&EP) is a 1984 NSA initiative to
facilitate the development of computer and commatwos products. with embedded
cryptography. The National Computer Security Cerfid€SC) in NSA is responsible for the
government's trusted computer program.

NCSC evaluates commercial security products (batdware and software). It publishes

the "Orange Book" whose actual title is: " Depantinef Defense Trusted Computer System
Evaluation Criteria". The Orange book attempts é€irgt security requirements, so that computer
manufacturers can measure the security of theiesysbjectively.

 The Institute of Electrical And Electronics EngireglEEE) This U.S. organization gets
investigated by the U.S. office that gives recomdations on private-related issues (e.g.
encryption policy, identity numbers, and privacgtections on the Internet).

e The Internet Architecture BoardAB) is the manager of Internet, which is a netkvoreated by
U.S. Department of Defense. IAB establishes prdsoto be used in Internet such as Privacy
Enhanced Mail (PEM) which is the application staddar encryption in the Internet.

* Vendors-Professional-Civil Liberties Industry graypand researcherfiave distributed to set

standards:

¢ IBM developed DES in 1977 under an NSA contractolwhis confirmed as a standard by
NIST until 1998.

¢ RSA Data Security, Inc. a company formed by R. RivéA. Shamir, and L. Adelman
developed the RSA public key encryption algoritlaferenced in international standards.

¢ Mykotronx, Inc is the only NSA approved chip makarthe Clipper and Capstone chipsets.

¢ Electronic Privacy Information Center (EPIC) esistidd in 1994 focus public attention on
security issues to the National Information Infrasture.

¢ Electronic Frontier Foundation (EFF) has set oatgbal to protect civil rights in cyberspace.
Its main philosophy is that security is a socialuis that everybody should have the right to
know, and thus it is should be free of governmestrictions.

¢ Association for Computing Machinery (ACM) is an dntational computer industry
organization founded in 1994 which deals with cogpaphic policies and security issues.

¢ Software Publishers Association (SPA) is a trad®eiation of over 1000 personal computer
software companies. Their main objective is thaxadion of export controls on cryptography.

2.5.2 Testing-Projects

Testing biometric devices is a costly processeduires special laboratories, trained personnel,
and specialized stuff. This is the reason why tlegeeso few independent evaluative testing
studies. The ones found during this study aredibtdow:

e Miltre Evaluation Studief32], [23].
A significant study carried by the Miltre Corpdoat in 1977 on behalf of U.S. Air Force
evaluated and compared several identity verificathystems. These systems were: voice
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verification, a system made by Texas InstrumenpGe@tion, signature verification, a system
made by Veripen Corporation and finger print vedfion a system made by Veripen
Corporation. The Miltre evaluators concluded tlin voice verification system was the most
promising, however required further work to impratgeperformance.

* Sandia National Laboratoriefgl6].
From December 1986 through April 1987 a numbeesfston certain biometric products from
various companies had occurred on behalf of thaednbtates Department of Energy by
Sandia Corporation. In that evaluation [58] theides tested were:
¢ voice verifier by T&T Technologies
¢ eye retinal pattern verifier by Eyedentify Inc.
¢ fingerprint verifier by Identix, Inc.
¢ two hand profile verifier by Recognition Systemss.|
¢ voice verifier by Voxton Systems Inc.
The results from this testing indicated a genemgbrovement in verifier performance from a
previous testing in 1985 [57]. Another set of tegtstarted on 1989 whose outcome is described in
[46]. The performance of six biometric deviceshw# following companies was tested:
¢ Recognition System Inc (Hand Geometry)
Identix, Inc (Fingerprint)
Capita Security Systems (Signature)
EyeDentify, Inc (Retinal Scan)
Alpha Microsystems, Inc (Voiceprint)
International Electronics, Inc (Voiceprint)

SO

It was concluded in this study that hand geometas wverall the user's favorite. the overall
verification time was considered for :

¢ entering the PIN

¢ presenting the biometric feature

¢ verification or rejection

The Alpha-Microsystems Inc was the slowest followsd the Capital Security System, Eye
Dentify Inc, Identix Inc, International Electronlicc and Recognition System.

San Jose State University testing.October 1995 the university started an 18-mdagting of
different biometric devices and their use in staid federal commercial driver license programs.

NIST carries out tests of biometric systems (e.g. FA@Bm National University of Singapore's
Institute of Systems Science).

Biometric projects found that provide knowledgetive development and application of these
technologies are:

PALMPRINTproject [6] was undertaken by University of Kerkyevhere a machine for automatic
identification was developed using the geometratidees of the hand. From their testing it was
concluded that the machine satisfied the followiaguirements: ease of operation, short response,
time and low false acceptance.

FAST(Future Automated Screening for Travelers) proproimoted by World Travel and Tourism
Committee uses hand geometry and finger print icatibn to allow travelers to enter countries
through automatic passport control barriers.

The program Immigration and Naturalization Servieassenger Accelerated Service System
INSPAS$87], [43] uses hand geometry system to verifygtaks of passport control of various US
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airports. INSPASS stations have been installed.ivi. KU.F. Kennedy) and New Jersey (Newark)
airports.

« PORTPAS$14], [87], [43], [64] is an Immigration and Natlization service project similar to
INSPASS except that people in vehicles at borderdaing verified and it uses voice recognition
systems.

* TASS[14], [87], [79], [83] is a project from the SpahitNational Social Security Identification
Card using fingerprint technology installed in aastncard in order to verify social benefits
recipients.

» Connecticut Digital Imaging Projediegan in January 1996 sponsored by the State mfigticut
Department of Social Services for Welfare recigent

« Caller Verification in Banking and Telecommunicao(CAVE) projecpartially funded by the
European Commission will be completed in June 19&7goal is to use speaker verification
techniques in telephone banking, home shoppingrdodmnation services.

 CANPASS87], [43], [61] airport system project signedRibruary 1995 by US President Clinton
and Canadian Prime Minister Jean Chretien and eimdddvember 1995 is a secured immigration
system based on fingerprint and memory optical sailthe system is installed at Vancouver
international airport. Its objective is to ease ffessage of people and goods between US and
Canada.

* VEINCHECK projectstarted in November 1995 in EU framework IV prograe. It involves UK
technology transfer group coordinating the conagortiwhich includes inventor Joseph Rice of
Veincheck systems and two Dutch companies will @atal Veincheck system and investigate the
potential market for it which is based on analyzihg vessel structure in the back of the hands
[69].

e CASCADE(Chip Architecture for Smart Cards) [16] is an RSP project funded through OMI
(Open Microsystems Initiative). Its main objectiggo build a new generation of chips for portable
electronic devices. Applications are: GSM phonetesys, multi-service cards, electronic purse,
personal digital assistants PCMCIA cards, healtte,cpay T.V. and video information services,
multi-media information services, intelligent ages#rvices, transport control systems, secure
access systems, passport cards. CASCADE has pob@duderecast of the potential market for
smart cards holding biometric templates. The cdnsar consists of: GEMPLUS, ARM
(Advanced Risc Machines), Domain Dynamics Limith€;S, NOKIA, UCL, RD2P, DASSAULT
AT, ARTTIC.

* BIOTEST projectis an important 27-month ESPRIT project startimg 1996 which is very
promising since its primary objective is to fornd@pendent testing methods so that manufacturers
will be able to evaluate their products by the pctg developed standards, measures, and criteria.
Users will be able to compare the various biometgithniques and products for their specific
applications. One of the most important objectividsthis product is the establishment of
independent testing centers. There are seven Eamgpeertners involved in the project (CR2A-DI,
National Physical Laboratory, Sagem, SEPT, SIABl) &fd thirteen biometric manufacturers and
users in various applications areas.

« National Science Foundatiofiunds many biometric projects such as improvingnaiure
verification techniques developed by the US sigmatcompany Communication Intelligence
Corp.).
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3. BIOMETRIC TECHNIQUES, SYSTEMS, DEVICES

In this chapter we will describe each biometric moekt separately; we will examine each method for
each effectiveness. In particular we will examimsvithe methods respond to some of the threats and
criteria described in sections 2.3 and 2.4. Unfaataly we do not have an objective, accurate and
complete evaluation on the biometric technologigisce testing these systems involve special
laboratories, test subjects and trained stuff. Basethe available literature such as papers, teahn
reports, studies, we will evaluate the techniques.

We will list the available and under developmemnbétric systems and the corresponding companies.
We gather this information from the journal Bioneffechnology Today. (The management was kind
enough to send me a complete list which | am sulmgitin Appendix. Manuals and brochures of
certain products that manufacturers send me wilalse submitted in that Appendix ). For each
method the areas of applications will be listedisTihformation was gathered from customer lists of
manufacturers.

We hope that the future testing will consider theeats and criteria listed in sections 2.4 and 2.5.

3.1 Physiological Biometric Techniques

The biometric techniques described in this sectileasure the physiological characteristics of a
person.

3.1.1 Fingerprint Verification

The patterns and geometry of fingerprints are dbfiié for each individual and they are unchanged
with body grows. The classification of fingerprirdse based on certain characteristics (arch, loop,
whorl). The most distinctive characteristics are thinutiae, the forks, or endings found in the eglg
[54] and the overall shape of the ridge flow. Thegérprint systems available for recognizing these
characteristics are complex. Some systems areapatbte of differentiating a fingerprint from a live
user or a copied fingerprint. Finger surgery, ipjuondition of hands might effect the performan€e
the systems. The method has also the problem dicpadreptance.

Fingerprint systems can be used in law enforceraadtin other applications. These two types of
systems are different. In law enforcement applicegifingerprints are compared (usually manually)
with a large store of fingerprints where in othppléications the fingerprint is stored once andnityo
checks that fingerprint. This technology is mosibed in welfare, immigration, law and order and
banking applications. Federal Bureau of Investaratievelops a nationwide digital data network in
order to determine an identification and matchithvprior records. This network will provide quick
access to a new integrated Automated Fingerpriamtification System (AFIS) [14], [12] and will
speed up suspect identification.

Such network will also be developed in US with dtéh fingerprints in order to identify a child
(whose identity might have been changed) by compatie fingerprints against a national data base
of children’s fingerprints.

Effectiveness

Operational:

Fingerprint verification is associated with crimitpa and in many environments (e.g. medical)
fingerprint technology would not be acceptable. drder to avoid the association with crime
fingerprint should be stored in a card and not large central data base. It should be also empdwhsi
that fingerprints can not be reproduced in no laforement applications. In banking it is accepabl
if it is used for preventing card fraud. This wdswn from a research conducted by UK's Plastic
Fraud Prevention Forum. In this research the coessinopinion was asked on the following
identification technologies: PIN, signature, fingent. The result was that fingerprint was the
preferred as very secure, fast, reliable and enggé.
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Fingerprint systems can not be used by people miising fingers. People with injured or swollen
fingers might have a problem in being verified Imege systems. In working environments where
workers need to wear gloves (e.g. power plans, cakdir chemistry laboratories) this method of
identification will not be appropriate. Age, genderccupation, race and environmental factors
influence the validity of the fingerprint systen’.young female mineworker's fingerprint causes
difficulties in the verification process [64].

Technical:

Fingerprints and palm prints are extremely accumsitee they rely on unmodifiable physical
attributes, but their use for access security regwpecial input devices. These devices are watyal
compatible with standard telecommunications andpmging equipment. Thus they are undesirable
for remote access by traveling users. Some firg@rgnition systems concentrate only on the location
and identification of small areas of details whethenot such areas are identical Neural appraache
allow automation of the fingerprint encoding pracegich allows higher matching performance. This
is particularly useful in searching a crime imagéehte files of prints of other convicts [54].

A fingerprint verifier can work with card systemsch as smart cards and optical cards, to perform
identity verification. It provides social welfareaurity by using cards such as an ID card, drivers
licenses, passports, credit cards. The GAO refditdays that “fingerprinting may be the most wéabl
option" among the various biometric methods ingsdBd which were: voice verification, hand
geometry, signature verification, retina scannifige CASCADE project claims that fingerprints is
the best technology to reduce passenger's cleatiame¢hrough customs.

Applications:

e Medical & Insurance Industry » Banking

« Government Agencies * Information Security

» Identity Authentication » Police Department

» High Power Reactor Stations * Immigration and Naturalization Services

« Airport Traffic Security *  Welfare & Unemployment Benefit Recipients
» Identification of Missing Children » Database management systems

« Computer access or transaction control ¢ Computer Database Security Control
» Physical Access Control

Products:

e WinFing 3.1 (PrintScan International, U.S.A.)

* Fingerprint Scanner (The National Registry, U.S.A.)
e FingerCheck (Startek, Twaiwan)

* FingerScanner (FingerMAtrix, U.S.A.)

* FingerScan (Australia)

e TouchPrint 600 (Identix, U.S.A.)

3.1.2IrisAnalysis

Ophthalmologists originally proposed that the wisthe eye might be used as a kind of optical
fingerprint for personal identification [22], [1]34], [70], [24]. Their proposal was based on dali
results that every iris is unique and it remainshamged in clinical photographs.

The iris consists of trabecular meshwork of conmectissue, collageneous stromal fibres, ciliary
processes, contraction furrows, rings, coloratiétisthese constitute a distinctive fingerprint tlzan

be seen at a distance from the person. The @&imtular meshwork ensures that a statistical fest o
independence in two different eyes always passs st becomes a rapid visual recognition method
[22].
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The properties of the iris that enhance its suitgldor use in automatic identification includeZpR
* protected from the external environment

* impossibility of surgically modifying without thésk of vision

* physiological response to light which provides tured test.

» ease of registering its image at some distance fhensubject without a physical contact.

In [22] it is mathematically proven that they andfigient degrees of freedoms in the iris among
individuals to impart to it the same singularity asonventional fingerprint. Efficient algorithmsea
developed in [22] to extract a detailed iris dgsiton reliably from a live video image to generate
compact code for the iris and render a decisionuldividual identity with high statistical
confidence.

Effectiveness

Public Acceptance The iris recognition systems have public accdptabproblems in many
application areas. For example in the INFOSEC ptdjtealth Sign (1994) users in UK, Greece, Italy
presented with specific technological choices fdecEonic Signature Interfaces to Hospital
Information Systems. The options included activddas, retinal scanners, fingerprint identification,
speech analysis systems, and hand written signdthesoutcome of the survey was that in UK retinal
scanners were the least favorable where in Italgwaacceptable.

The iris recognition systems had public acceptgbproblems in the past because of the use of an
infrared beam. The recent systems register thémage easy at a distance from the user but users a
still skeptical of this technology. Blind people meople with severe damaged eyes (diabetics) will n
be able to use this biometric method.

Technical: The retinal blood vessels highly characterize mdividual so accuracy is one of the
advantages of this method of identification. Dugtec artificial eyes are useless since they do not
respond to light. However medical research has shvewently that retinal patterns are not as stable

it was thought. They show critical variations wtikare is an organ dysfunction or disease [56].

Applications:
» Correction facilities
* Department of Motor Vehicle

Products:

» IrisScan 2020, System 2000 EAC (IrisScan, U.S.A.)
e Irisldent System (Sensor, U.S.A))

e 2001 (Eye Dentify, U.S.A.)

3.1.3 Facial Analysis

The premise of this approach is that face charatity (e.g. size of nose, shape of eyes, chin,
eyebrows, mouth) are unique revealing individudéntity. This now increasingly developed method
is expensive since it is using neural network methagies. They use cameras to extract unique facial
feature data which is stored on a chip card or gnatic stripe card. The person swipes his card to a
small camera to take an image. The software agjgit@n site compares the data with the person's
stored data.

Effectiveness

Operational:

In the existing facial recognition systems certedstrictions are imposed by the user e.g. he/she
should be looking straight in the camera with derlgght in order for the system to analyze and

ETS: BIOMETRICS 23



identify the person. However various new graph mmatg techniques will enhance the quality of
picture decreasing the constraints [53].

The system will not be able to analyze people withosed physical characteristics such as beard, hai
style or with certain facial expressions.

Users find it very naturally to be identified byethface since this is the most traditional way of
identification. It is highly acceptable.

Technical

Facial recognition systems are unable to cope withles or facial expressions which are a little
different from those used during the encoding pssec&he templates should be updated since changes
occur in the facial skeleton during the human agiragess.

Applications:

* Banking * Credit Card Companies

* Airport Security » Security of Internet

» Welfare Agencies * Buildings Security

»  Computer Facilities » Drivers Licenses

* Telephone Companies » Voter Registration Processes
* Hospitals/ Health Care Institutions » Social Security Systems

* Police Authorities * Vehicle Safety

Products

« Facial Data Base Systems (Dectel Security Systems)

e True Face, True Face Cyber Watch (Miros, U.S.A.)

e Thermace, VIAS (Forensic Security Services, U.K.)
 FR1000 (Technology Recognition Systems)

» Sherlock Face Recognition (Facial Reco Associates)

» Facial Search System (ldenticator, U.S.A.)

 KEN (Lawrence Livermore National Laboratory, U.9.A.
* MufMaster (NeuroMetric Vision Systems)

e ZN-Face (Zentrum fur Neuroinformatik, Germany)

* FACEit (National University of Singapore)

« ARGUS (George Mason University)

» Face Pass (MIT Artificial Intelligence Laboratory)

* FACE-SOM (UMIST)

» Facial Recognition Software ( University of Essex)

» Dextel Crime Net (Dextel Security Systems, UK)

e One on One Facial Recognition Systems (ldentificalfiechnologies International Inc., U.S.A)

3.1.4 Hand Geometry-Vein Patterns

This biometric method is based on the distinct ati@ristics of the hands, these include external
contour, internal lines, geometry of hand, lengtid aize of fingers , palm and fingerprints, blood
vessel pattern in the back of the hand. They workcmparing the image of the hand with the
previously enrolled sample. The user enters histifigation number on a keypad and place his hand
on a platter. A camera captures the image of tinel lamd then a software analyzes it. Other systems
use cards where the user’s hand is recorded [4% fBchnology is mostly used in physical access
control, law and order areas.

Effectiveness:
Technical:
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Hand geometry systems are reasonably fast. Thayireelittle data storage space and the smallest
template. They have short verification time. A teichl problem that needs enhancement is caused by
the rotation of the hand where it is placed onplate.

The performance of these systems might be inflwkifcgeople wear big rings, have swollen fingers
or no fingers. Dirt may also obscure the perforneathhe details of the hand. The reconstruction ef th
bone structure of an authorized user's hand may teason for circumvention. In those systems that
are based on three dimensional hand geometry whethree dimensions length, width, thickness are
measured, although they are more secure theréllig sthance of defeat. An artifact which is an
accurate representation in all three dimensions deégat the system [77].

Most of the hand readers are designed to be uskxbiig in controlled template environment since
below freezing temperatures and temperatures o%6r AL cause problems. The direction of the
sunlight towards the platen might influence thedchpitture. Various systems have been developed for
obtaining vein patterns in the back of the handcihise various vein pattern matching strategiep [20
These systems are based on digitizing the veireqpattand applying statistical process control
techniques [69] (see VEINCHECK project in sec. 2.5)

Operational

Sandia testing [46] conclude that hand geometrieaysvas overall the user's favorite compared with
fingerprint, signature, voice print, retinal. Althgh hand analysis is most acceptable in most cegntr

it was found that in Japan people do not like tacel their palm where other people do [64].
Sophisticated bone structure models of the autbdriisers may deceive the hand systems. Paralyzed
people or people with Parkinson's disease willogoéble to use this biometric method.

Areas of Applications

e Airport Traffic * Banking

* Immigration and Naturalization Servicese Employee Verification

* Time and Attendance * Super Markets

* Hospitals/Medical Security * Drug Stores

» Stock rooms/Equipment Storage * Computer Room Access

* Power Stations *  Welfare

» Casinos (access to money rooms) * Prison Visitor/Inmate Control

* Universities/Research Laboratories

INSPASS project claims that hand geometry is thetraaitable technology for verifying travelers at
passport control. Testing in various US airportsuoed under this project that justified thesemki

Roger Kiel from the German Ministry of Interior of@s that hand geometry is the preferred biometric
technology for airport traffic. ([8], vol.4, n. 55ep.1996) because of its track record under the
INSPASS project (see sec. 2.5).

Products

* Hand Geometry Readers (Computer Data Systems, WJ.S.A

* Hand Geometry Readers, ID3D HandKey, HandPunchggreton Systems, U.S.A.)
* Digi-2 (BioMet Partners, U.S.A.)

» BioDentity System (Biometric Security Systems, U.K.

» FastPass Il (Biometrics, Inc, U.S.A.)

* Veincheck Systems (British Technology Group, U.K.)

* PG-2001 (Talos Technology Inc, U.S.A))

ETS: BIOMETRICS 25



3.2 Behavioral Biometric Techniques
The biometric techniques in this section measusethavioral characteristics of an individual.
3.2.1 Speech Analysis

There are various characteristics of the soundsnetics, and vocals that an individual can be
identified by. Vocal characteristics such as mouthsal cavities, vocal tract make the production of
speech different for each individual. Although hummiecan use these characteristics naturally for
identifying someone, it is hard for a computer sgsto analyze the voice characteristics.

The person speaks over the telephone or into aoptione attached system, then the system analyses
the voice characteristics of that sample. Usuatiyrier based methods is applied to extract a set of
biometric features associated with the voice. Thasecoded into a data set or template. Finally the
system compares it to the voice characteristica grerecorded sample. Furthermore the systems
developed for doing so (e.g. AUROS speaker recimgngystem) can not respond on the danger that
an individual's voice might change due to each jglaysand emotional state. This method also has the
acceptability problem. It is mostly used in computed telephone systems access control, in door
entrance and vehicles security systems.

Once the European Union telecom market is libezdlim 1998, the telecom ministers will provide
legislation covering voice telephone services. Tiaket for voice-telephone biometric systems will
expand.

Effectiveness

Theoretical

Some systems are based on a new technology cdi8®AR (Time Encoded Signal Processing and
Recognition) which is a simplified digital languafig coding speech. It provides a simple way of
generating a computer "signature" that defines soynd. It works by analyzing "snapshots" of a
sound wave against time without calculating freqies (something different than the classical
Fourier analysis). This technology is spectacullad & applied in many different areas such as
diamond drilling, security systems and voice id@rdtion. However the mathematical proof remains
controversial [68]. In speech verification systeamgery high complexity of computation is required.

Some systems are not (or will not be) mathematicedipable of differentiating between real and
prerecorded voices as digital recording systemeigleanced.

Technical

Speech verification is not as accurate as biomeerdication based on physical characteristicshsuc
as fingerprint, palmprint, retina scans. Howevas public acceptable since speech is the mostalatu
form of identification [64]. It is a suitable teablogy for environments where "hands free" is a
requirement. Systems developers combine speakiéicagon with other forms of security.

Computers find it hard to filter out background seiDuplication of voice using a tape recorder is a
major threat to these systems. Another danger isnin theft biometric systems. In these systems
physical damage (or removal) can occur to the @mviicthey are located.

Operational

lliness, fatigue, and stress are some of the fadiwat cause problems in the speaker verification
systems available. The individuals' voice are ckdngver the years which make them hard to be
verified [33]. Thus updating of the templates haweoccur. This is costly since after the templates
have been extracted by the users it is very haddsify them. The techniques used (which are very
complex) suffer from a number of limitations [62].

However it is less vulnerable to unauthorized astlean key cards that can be lost and passwords and
PINS that can be stolen [55]. Speaker verificatiam make a security system less vulnerable to
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violation and more easily accessible from remotessiSome systems have tedious enrollment
procedures.

Women have more complex voice frequencies whichemalkem harder to be identified. People with
soar throat or unable to speak will not be ableige such systems. People affected by alcohol, by
dental anesthesia, by oral obstruction might fackffeculty in being verified by speech verificatio
systems.

Although most developed systems have a certaimaiode range or even further they have a signal
tone transmitter (Dialer) but more effective alegimes must be developed. A limited number of
people can use it. Most systems recognize up todifferent speakers by the word and the voice. As
digital recording equipment become more and mophisticated, the fear of reproducing someone's
voice exists.

Some systems have problems with noisy backgrounoagever the use of TES (Time Encoded
Speech) combined with artificial neural network hatectures appears to be helpful in high noise
environments [40], [81]. TES is a form of wavefocoding first proposed by King and Gosling [51].

Applications:
* Anti theft systems for vehicles and doors « Telephone Networks
* PC and computer network access control e+ Passport control

* Door entrance systems * Prison Payphones

* Hospitals (access to nursery) e Pharmacy

* Benefit Payments * Aerospace company

e Equipment to authorize chip and magnetic Fraud Control in prisons and correction
key cards facilities

e Universities (access to laboratories, computer Air Force in air communications
centers, student unions) (identify pilots)

« Enforcement of bail, non custodial activities

It has been announced that a portable speech rigongsystem for people with cerebral palsy will be
developed [71].

Products:

* VOCAL, VOCAL SCW1, VOCAL ZKE (ABS, Germany)
* PIN-LOCK, voice verification system (T-NETIX, U.SA
e Caller Verification System (Bell Security, U.K.)

e Tele-MAtic (Speakez, U.S.A)

* TESPAR/FANN (Domain Dynamic Limite, UK).

3.2.2 Handwritten Signature Verification

This biometric method is based on the fact thatismis a reflex action, not influenced by deliliera
muscular control, with certain characteristics {hmys, successively touches the writing surface,
number of contracts, velocity, acceleration).

The systems developed based on this biometric dd#tlanto two categories:
* Pen based systems are using special pens to cépturdormation.
» Tablet based systems use special surfaces to tcthikedata.

In the first class the pen is the measuring dewibizh captures the information where in the second
class, the tablet contains the measuring deviceieSuf the above systems use statistics in verifging
signature and some use event sequential methodsterhs used in a statistical analysis include:
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« total time of writing a signature

* measurements of spacing number of horizontal tgrpoints
* number of times

e duration the pen touches the tablet.

In the event sequential methods the system divitles signature into independent events, and
examines each piece separately. A number of siggm{depending on the system ) are required for
the enroliment process. At the time of verificatittre user is asked to sign. The system compares
various aspects of its signature on a hierarchizahner. If a good match is not found between the
signatures characteristics (shape, sequence otsgvenal characteristics) and the template then th
template is rejected. The use of artificial neuratworks make these systems more accurate and
cheaper [41].

Effectiveness

Operational

Since signature is a familiar way in identifyinglividuals, hand written signature verification gss

are highly acceptable. In a survey performed byaadh of a UK Post Office a signature verification
system was preferred over the fingerprint syste@ople with Parkinson's disease will not be able to
use such system. In countries where the illiteratg is very high this technology can not be used.

Some systems have difficulties with people thaingeatheir signature very radically. The Securisign
system [26] can prevent access of people undeintheence of drugs or alcohol. Other systems can
not distinguish the pen from the palm pressure.

Financial
High cost of acquisition and processing hardwaredsiired in these systems.

Applications:

e Banking * Internal Revenue Service
» Post Office » Social Medicare

* Home Shopping » Welfare

Products:

* Signature Analyzer (PenOp Inc., U.S.A))

* Rolls Royce Signature Verification (British Techogy Group, U.K.)

» Electronic Signature Verification System (QuintgtS.A.)

* Cyber-SIGN (Gadix, U.S.A))

» Signature Verification Software (Communication Iiigence Corp., U.S.A..)
e Countermatch (AEA Technology, U.K.)

* ID-007 (cadix International, Japan)

e IBM Transaction Security System (IBM. U.S.A.)

* Sign/On (Checkmate Electronice, U.S.A.)

3.2.3 Keystroke Analysis

This method which is under development is basethernyping characteristics of the individuals such
as keystroke duration, inter-keystroke times, tgpror frequency, force keystrokes etc.

Two kinds of systems are getting developed basenh gpatic and dynamic verification techniques
The static verifier uses a neural network approsbhlie the dynamic verifier is using statistics. The
static approach is where the system analyzes tgeawsername or password was typed using neural
network for pattern recognition [9], [49], [36]. Bgmic approach is where the system verifies the
person continuously with any arbitrary text inp86].
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This is a method that can be offered as suppletoestme secure authentication mechanism and not
to be used independently. The performance of thaade is affected by various circumstances of the
human users, such as a hand injury or fatigue efidgitimate user. The systems developed for this
biometric method are costly since they use neurcdbgnethods and dedicated terminals. Products
under development for keystroke dynamics will cofr@m BioPassword Security Systems, UK,
Electronic Signature Lock Marketing, U.S.A., M&T dieologies U.S.A.

3.3 New Biometric Techniques

In this section we will describe more recent biamsetechniques which most of them are under
development.

3.3.1 DNA Pattern

This method takes advantage of the different bicklgpattern of the DNA molecule between
individuals. Unique differences in the banding gattof the DNA fragments occur. DNA prints were
first used in 1983 in United Kingdom [84].

The molecular structure of DNA can be imagined agpper with each tooth represented by one of the
letters: A (Adeline), C (Cytosine), G (Guanine)(Thymine) and with opposite teeth forming one of
two pairs, either A-T or G-C. The information in BNs determined by the sequence of letters along
the zipper [7]. Unlike fingerprint that occurs ordy the fingertips, DNA print is the same for every
cell or tissues of the body.

This method is widely used in identifying criminalBhe basic concerns against this methods is the
ethical and practical acceptability from the u§eme consumption for verifying an individual is als

a big concern since DNA testing is neither realetinor unintrusive. DNA pattern recognition is a
laboratory procedure that follows the next steps [7

* Isolation of DNA

» Cutting, sizing and sorting

» Transfer of DNA to nylon

* Probing

It is an expensive method and involves the promigibtissue or specimens which many people find
demeaning. The area of application is criminalipest

3.3.2 Sweat Pores Analysis

The distribution of the pores in the area of thegdir is distinct for each individual. Based on this
observation sweat pores analyzers have been dexklohich analyze the sweat pores on the tip of
the finger. When the finger is placed on the senbar software records the pores as stars andsstore
their position relative to the area of the finger.

A system under development is: PCMCIA (Personahiitsic Encoders, U.K.)

3.3.3 Ear Recognition

The shape, size of the ears are unique charamteridtan individual. This technique is used inipsl
in order to identify criminals.
Product: Optophone Ear Shape Verifier (ART Techegj.S.A.)
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3.3.4 Odor Detection

The premise of this technique is that chemicalledalblatiles makes the distinctive person's smdell.
number of sensors are checking the different comgeuhat makes someone's smell. This method is
under development. A system that is suppose to dmapleted in 1997 is Scentinel (Mastiff
Electronics, U.K).

It is concluded that no particular biometric teju@ is utilized in an application e.g. access @brigr
using hand analysis and speech analysis. No siigfeetric has dominated the market, the market is
open and especially in Eastern European, Ex-Stnéin countries and any other country where no
identification technologies are used.

4. AREAS OF APPLICATIONS

In this chapter we will describe various preserd &rture applications in the areas where biometric
technologies are most applicable. These aread.ave:and order, Banking, Computers & Networks,
Public Services and Access Control. It is hard @kenan objective market survey since secrecy
surrounds many of the application areas. The inéion in this chapter was mostly gathered from
vendor's consumers lists, from the journal of BitmeTechnology Today [8], from Emma's Newton
report [63], from the projects listed in sec.2.Bddrom the WWW page of Biometric Consortium
(sec.2.5). Some ideas from the author are alsaded.

4.1 Public Services

A: Immigration Applications:

It is shown ([8] v.7, n.7) that in immigration aations, fingerprint is mostly used in North Anuaj

Africa, Middle East, Eastern Europe, Asia and Raeithere in Europe is used fingerprint analysis for

criminal applications, i.e., Automated Fingerpriltentification System. It is also shown that

fingerprint holds the largest share in the globafket. Immigration applications include:

e Passport Control Verify passengers through automatic passportrobifllSPASS (see se. 2.5)
provide guidelines for this application.

» Ease and secure the passagfgpeople and good between countries where visasat required:
CANPASS (see sec. 2.5) the pilot project involvidgs.A. and Canada is the most important
project in this area. Such project is very impadrtam Europe. With the Schengen Agreement
where EU citizens are not required to show thegssparts CANPASS can provide guidance in
European airports. It would enhance the economicruand the tourism. In Greece for example
where tourism is the main source of income wouldédry valuable. Athens airport is a small and
passenger traffic become a real problem in the samitime. Having a fast procedure to clear
customs would solve the problem.

* not allowingillegal aliensto enter the countries holding false visas, andiezb documents;
monitoring illegal aliens in asylums.

B: Welfare:

In this area North America uses the fingerprintteys AFIS, Africa, Middle East, Asia and Pacific

uses fingerprint and Europe uses equally fingetam signature. AFIS holds the largest shareén th

global market. ([8], v.7, n.7). Applications in sharea are:

» Benefit Payments:
Social security benefits: Biometric technologies ased in verifying the legal recipients of social
security, unemployment, and pension benefits. Apairtant project in this area is TASS (see sec.
2.5). A future application can be the use of biainstfor home deliverable benefits. In Greece for
example social security and pension checks are hdelieered by the post man who has the
responsibility of distributing the check to thgadé recipients. They have been incidents where the
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post man has given the checks to wrong personsrtalle biometric device carried by the post
man will solve the problem.

« Food stampsin U.S.A. food stamps are given to people witlompfinances. They need to prove
that they fulfill the requirements to receive thesmefits. Many people sell or exchange their food
stamps. The use of biometrics would help to vetifylegal recipients and holders of food stamps.

Other applications are:

* medical insurance fraud reduction

» verifying recipients of aid to families with depeard children
e reconstruct voice of patients with cerebral palsy.

4.2 Law Enforcement

Biometric technologies in this area of applicati@me: finger, hand, iris, signature and voice.ds h
been found ([8], vol.7, n.7) that in this sectoragiplication fingerprint technology is mostly used
Middle East, Asia and Pacific. Africa equally ussisIS and fingerprint. Hand geometry is mostly
used in North America and Europe, where hand agdasire are equally used in South America.
Hand geometry holds the biggest share in the glotzeket in the law and order sector. Applications
in this area are:
» Prisoners, Prison Visitors, Inmate Contr@nsure that the persons leave the prisons ardgueéd
visitors and stuff and not the prisoners. FBI®dnated Automated Fingerprint [14] will replace
the manual fingerprint system in order to reduspoase time.

» Patrol carswill have the capability to capture fingerprintsdarelay the information to local state
by the fall of 1999 [85], [14].

e The bureau of printingind engraving will use biometrics to prevent amsslof currency [14]. The
department of defense is considering biometricseftinancing computer network security. The
Federal Aviation Administration is researching bedrcs for airport security applications.

» Home confinementhis is a common penalty in the U.S.A. wheredadta person to be in prison
he is prisoner in his own house and he has toistdys house for certain hours per day. Voice
verification systems are the biometrics used ineorb verify the person by his voice when
automatically is telephoned in his house.

» Voting: Ensuring that the person has not voted twice,lieas a citizen of that country in the right
age. The Colombian Legislature uses hand geonmesgdure the voting process.

« ldentification of Criminals AFIS technology is used in identifying criminaloag the states of
U.S. creating a central data base of criminalgjdiprints.
It would be useful to apply this idea in Europe.particular, similar national data bases with
fingerprints can be formed managed by national TTRg&n a network of these TTPs can be formed
guarding Europe.

 Identification of Missing ChildrenWWhen children's identity has been changed a bigenetrifier
can identify the child by comparing the fingerpsiaigainst a national data base
of children’s fingerprints. Fingerprint technologyll be used in U.S.A. for this purpose ([8], Nov.
1996, p.3). Using biometric technologies for thisgmse will be helpful in Europe as well. TTPs
could provide security if used as in the previopgligation.

« Safe gunsMost murdered police officers in U.S.A. are mugatkby their own gun. Children all
over the world get killed by their parents' gunSNias started a program whose objective is to built
a "safe gun" which it can fire only after verifyitigat the person holding it is allowed to hold it.
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» Drug Trafficking: The Californian Department of Justice protectssesitive data base with drug
trafficking related information using fingerprirgaghnology.

4.3 Banking & Finance

It is shown that in banking fingerprint is used thos North America, Africa, Middle East, Europe,

Asia and Pacific, where hand analysis is used sidfa Europe. Fingerprint is the biometric thadsol

the largest share in the global market in this §&av.7, n.7). Applications include:

* Automated Teller Machind&TM) Securing the "front" of ATMs e.g. payment g&s, transactions
made in ATMs. Securing the "back" from fraud magieobople with inside information.

« Home Banking:Secure transactions/payments made through telephemg voice verification
technologies.

» Credit Card: ensuring the security of credit cards from stepthem. Fingerprint was the preferred
choice.

» Point of Saletransactions made in the branches

» Safety BoxesSecure the bank’s safety boxes.

» access controlVerification of bank personnel, customers and

» Wage assurancénsuring that the monthly salary and wages asbaxhby the legal recipients.

e Securing Transactionsensuring that legal transactions were made by ek to the legal
customers.

» Customer’s dataEnsuring that the correct data were given bydifierent branches when they
were automatically called.

4.4 Physical Access Control

In this area of applications is shown ([8], volr.7) that in America and Eastern Europe hand
geometry is mostly used where in Europe, Asia aamdfie the most common biometric is fingerprint.
It is also shown that hand geometry holds the lEggare in this application area. Specific
applications are:

« Building safety

e Secure access to buildings

« Aircraft safety

e Plant, engine and gear box condition monitoring

» Casinos

« Hospitals: securing medical records, patient record

» Universities [aboratories, computer rooms, dormitories, studeitng

» Power plansHestriction to access sensitive equipment

» Day care centers/kindergartengerifying the people picking the children

« Defense forces/government agencies

» Protecting electoral and voting procedures

e Olympic games

» Recreation and Amusement Parkerifying the legitimate users of weekly passes

« Time and attendance of employees

« Entry and exit to psychiatric ward
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e Pharmacy

« Airports (access to restricted areas of the aidport

e Vaults and Safes

* Access control in health clubs/ casinos/ chemitellephone companies/ organizations/supply
stores.

4.5 Computersand Networks

In this area of application voice analysis is mosted in Europe, fingerprint analysis is used #waA

and Pacific where signature and voice are equasdun North America. Voice holds the biggest

share in the global market ([8], vol.7, n.7). Agglions in this area include:

« Computer Terminals(they can get protected for securing sensitivea datg. governmental
documents, medical data)

» Telephone Companig¢enhance calling cards, access to company telepsysiem)

e Communication network and mobile phones

« Employee access to long distance telephone lines

» Access to modem pool from remote telephones

e Authorizing prescriptions

» Electronic filing of income tax returns

» Access to patient's x-rays

» Access to databases

e Access to voice mail system

» Access to conference calls

» Access to long distance telephone lines

5. CONCLUSIONS-RECOMMENDATIONS

In this chapter we draw conclusions from this ré@od some recommendations to users, evaluators
and vendors.

No single biometric has dominated the market. Déffie technologies are used for the same
applications. The current need in the biometrinidieation field is to have the market make greate
use of what already exists.

The current generation of biometric identificatidavices offers cost and performance advantages
over manual security procedures.

Careful evaluation of all mathematical tools (algons, protocols), software involved in the
biometric technologies should be performed.

The security strength of the biometric methods &hbe proven. In particular the biometric methods
should be tested against any cryptanalytic attdcie and space complexity analysis should be
performed on any successful attack, since as timpeter power grows, theoretical attacks that ate no
feasible with the present computing power, willdoecessful in the near future. Such research should
be undertaken by institutions whose expertise tesbthe vulnerability of security systems.

The claims of systems designers need to be asskgsadependent evaluators. The establishment of
evaluation centers will bring the confidence tlsamissing today. An independent screening testing o
all devices should be performed, i.e. treating lifametric devices as black boxes to examine how
well the devices perform. These tests should bdopeed by independent institutions where
manufacturers are not involved.
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The lack of confidence for biometric technologisscaused by the lack of standards and testing.
Standards will demonstrate that biometric technplisga reliable choice for providing security. They
will give users from government and public secihsice among the various biometric technologies,
that will expand biometric market and it will malke competitive and trusty. It will also help
manufacturers to evaluate their biometric prodwgjainst standard tests. Different standardization
bodies should cooperate in order to establish glstaadards. The ESPRIT project BIOTEST will be
a milestone towards this direction since its maljecdtive is to establish independent evaluative
centers.

Product surveys on large sample of people shouldtdrged out by independent companies in
different countries. User's opinion is most impotta

Criteria are required to be issued in order to watal the biometric methods and biometric
technologies. A list of criteria is given in thigport. Methods for testing against the biometric
technologies should be developed.

As the number of application areas grow a condigtef criteria should be formed by consortiums in

each area. Such lists can be formed by indeperdempanies following the next steps:

1. List all present and future application areas.

2. List major European organizations listed in appiaraareas found in 1.

3. Send questionnaires to the IT management of alirorgtions formed in 2. asking them to list,
describe their security infrastructure, grade thsscurity priorities and software used for the
effectiveness of their security management.

4. Analyze statistically the outcome of 3. Categoarel grade the priorities of each application area.
List all existing security components that can bkzed by biometric technologies. Organizations
like to reduce cost by using their existing faikt

5. Form and grade criteria for choosing a biometrahitemlogy based on findings of 4.

Step 2 can be expanded to include internationarorgtions so the derived lists will be more acmura
and objective based on international needs.

Most biometric devices are still very expensiveisltunacceptable for a biometric device, used to
protect a computer terminal, to cost almost theesamthe computer itself. The cost will be reduced
when the computer’s CPU will be able to be usedstorage and when the cost of lens and chip
technology will be reduced.

The fear of “Big Brother” that the biometric techogies face can be overcome by various means:

» use carddo store the biometric templates whenever possiliie storage of templates in a central
data base brings hesitation and discomfort. The#&sproject brought the development of smart
cards capable to store biometric PINs. In caseltmahetric templates are stored in a central data
base, they should be managed by a TTP whose tribingss is proven.

» educate peoplen the technologies. Most people are very skeptitéhese technologies because
they do not have significant information on thenmefle are several issues that bring hesitation
which should be explained. For example it shouldchksified that fingerprint technology is
different than AFIS used to identify criminals.thre first, there is no comparison of fingerprints.
People think that fingerprints are stored in thetigd data base, what is stored though are stohgs
0’'s and 1's since they get encoded first.

DNA prints are used only to identify criminalsshould be made clear that justice is not interested
in investigating and examining the genes and bio&gdisorders of the individual. This is a
different expensive process where biologists, dsctand specialist have to get involved in
dedicated labs.

Educate people on the details of the biometricieldgies. For example, the type of beams used in
the iris or whole body analysis should be detaidledcribed. Facts should not be hidden.
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« emphasize the advantagafsthe biometric technologies. Counterexamplesatid using the other
authentication methods should be reported.

» provide awarenessf when, how and where people are authenticateoplPeshould know when
and where they are identified and verified, andolwhiechnology is being used.

Storing the templates in a central data base is=emeconomic than storing them in plastic cards.
Unfortunately this method is lacking public acceg TTPs can provide the confidence that this
method is missing by managing the templates instftrl way.

Biometric devices are the future technologies stnagitional technologies are not sufficient touee
fraud and protect our computer systems and netwdtks naturally to use these technologies in
various applications where security is the highmstrity, e.g. Law enforcement, physical access
control and banking. Securing sensitive data erirtternet is a popular concern. Internet bankimgdy a
electronic commerce will be sectors where biomdethnologies will provide a natural and logical
solution.

Europe is the major player in the biometric tedbgies. European research institutes, and companies
have developed biometric products. The Europeaméiioc market will expand if it is supported by
R&D European projects. If Europeans use their aun diometric products for their security needs
then others will follow, and the European biomeiriarket will be further stimulated and expanded.
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ANNEX |: CRITERIA FOR BIOMETRIC TECHNOLOGIES
Criteria for Biometric Methods:

N -

cUTh W e

~N O

. Correct Algorithms
. Secure algorithms

unconditionally secure
computationally secure

. Good choice of keyishe choice of keys is important
. Strong codes
. Secure Data Base

data base administrator should be proven trustwdatth
template in data base should be securely storstlibdited and managed.

. Safe protocols
. Secure Networks and Distributed Systems

Criteriafor Biometric Devices

1.

2.

OPERATIONAL
Convenient use:
¢ Minimum enrollment, authentication and verificatibme
¢ Minimum user actions
¢ Minimum user training
¢ Minimum measuring and storing data
¢ Minimum time to achieve recognition
Public acceptability:
¢ User friendliness ¢ Physically and legally robust
¢ User security ¢ Familiar
¢ Ethical ¢ Private
¢ Not socially unpalatable ¢ Easy of use
¢ Conform to contemporary social standards ¢ Easy of counterfeiting an artifact
¢ Susceptibility to circumvention ¢ Reliability and Maintainability
¢ Compatible ¢ Resistance to deceit
Uniquenesgthe outcome should be unique)
Permanencéthe identifier should not change or be changgable
Collectibility (the identifier should not be collectible by anyameany occasion)
Exclusivity(no other form of identification should be necegsarused).
Human Factors
¢ Non intrusive (no physical contact with the ideietif
¢ Non discriminatory (against: gender, age, physaal physiological condition, profession,
imposed physical characteristics).
¢ Suitable for the particular application (e.g. fingent is not suitable in environments where
“hand free” is required).
TECHNICAL

Minimum Authentication Time

¢ User and system preparation time

¢ Bio-data acquisition time

¢ Matching Process time (verification time)
¢ Measuring and storing time
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¢ Memory size of the template

* Low tolerance level
¢ Adjustable threshold settings for acceptance ajettien (depending on the security level
required by the application).
¢ False acceptance and rejection are low (Both Typ®IType Il errors)
¢ Self adaptive

* Flexibility

e Strength

» Effectiveness

* Performance

« Standards Compatibility, Interoperability

e Storability (in manual and automated syst¢ms

* Precision
e Simplicity
e Speed

« Independent of environmental conditiofmoise, light, electromagnetic radiation, moisuttast,
temperature, humidity, smoke)

3. FINANCIAL

e Equipment cost

* Installation cost

e Training cost

« Time and cost effort involved in updating

« Processing required involved in the computer systensupport the identification process

« Cost of protecting the device

e Cost of distribution and logistical support

« Interfacing of the device of its intended purpose

« Life-cycle support cost of providing system adniirsiSon support and an enrollment operator.

4. MANUFACTURING
Support.
Exchange Data
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