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Abstract—Fingerprint authentication has been extensively
employed in contemporary identity verification systems owing
to its rapidity and cost-effectiveness. Due to its widespread
use, fingerprint leakage may cause sensitive information theft,
enormous economic and personnel losses, and even a potential
compromise of national security. As a fingerprint that can
coincidentally match a specific proportion of the overall fin-
gerprint population, MasterPrint rings the alarm bells for the
security of fingerprint authentication. In this paper, we propose
a new side-channel attack on the minutiae-based Automatic
Fingerprint Identification System (AFIS), called PrintListener,
which leverages users’ fingertip swiping actions on the screen to
extract fingerprint pattern features (the first-level features) and
synthesizes a stronger targeted PatternMasterPrint with potential
second-level features. The attack scenario of PrintListener is
extensive and covert. It only needs to record users’ fingertip
friction sound and can be launched by leveraging a large number
of social media platforms. Extensive experimental results in real-
world scenarios show that Printlistener can significantly improve
the attack potency of MasterPrint.

I. INTRODUCTION

The fingerprint is an impression left by the friction ridges of
a human finger. As an essential and well-recognized personal
identification (ID), the fingerprint has seamlessly integrated
into people’s daily life, e.g., phone screen unlock [1], fin-
gerprint online payments [2l], national ID cards/electronic
passports [3]], efc. Consequently, it has gained widespread
adoption in applications such as user authentication, online
transaction platforms, access control, and government and law
enforcement agencies. It is projected that the market size
of fingerprint authentication will touch USD 99.9 billion by
2032 [4].

Preventing user fingerprint information leakage is a signifi-
cant challenge worldwide [5]]. The breach of such information
can lead to the theft of sensitive data, substantial financial and
human losses, and even pose a threat to national security. The
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current fingerprint attack explorations are mainly based on con-
tact scrutinization. It is possible to extract usable fingerprints
from the surface touched [6] or photos of exposed fingers
[7]. Therefore, one intuitive suggestion to enhance fingerprint
security is that people can keep their fingerprints away from
others’ sight, e.g., no adversary proximity/accessibility and no
access to their devices. However, is this ideal scenario truly
secure against attacks? As a fingerprint that can coincidentally
match a specific proportion of the overall fingerprint popu-
lation, MasterPrint [8] and DeepMasterPrint [9] sequences
conduct dictionary attacks on fingerprints without knowing
users’ fingerprint information. Luckily, their attack success
rates are very low in a high security-level setting. Specifically,
the attack success rates of MasterPrint and DeepMasterPrint
are only 1.88% and 1.11% with a 0.01% False Acceptance
Rate (FFAR). But if the attacker has inferred some victim’s
fingerprint information contactlessly, is it possible to generate
stronger MasterPrint sequences for dictionary attacks?

Recently, some studies [10], [L1], [12] have shown that the
uniqueness of finger-swiping friction sound is influenced by an
individual’s fingerprint biometric characteristics. Besides, such
finger-swiping friction sounds can be captured by attackers
online with a high possibility, which will be a catalyst to
enable such attacks. For instance, users engage in online
gaming through social applications such as Discord, where
players interact and cooperate through video and in-game
voice chat. In such cases, users frequently slide their fingers
across the device screens. Similarly, during audio and video
calls on mobile devices’ social platforms (e.g., Skype [13],
WeChat [[14]], and Apple FaceTime [15]), users unconsciously
perform swiping operations on the screen, such as searching
for other apps or scrolling through information. These finger-
sliding friction sounds will be transmitted to the other party
by social communication software as well as malware with
recording permission. Therefore, we will explore the possibil-
ity of an attacker remotely inferring the victim’s fingerprint
information based on the fingerprint friction sound.

In this work, we propose a new side-channel attack on
fingerprints, called PrintListener, which leverages users’ swip-
ing actions on the screen to extract fingerprint features and
synthesize a stronger MasterPrint sequence based on these
features to conduct dictionary attacks on users’ fingerprints,
as shown in Figure |1} To achieve this, PrintListener separates
weak frictional sounds that are buried in dynamic speech and
background noise interference and obtains the first-level fea-
ture (fingerprint pattern) of fingerprints through the wide and
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Fig. 1: Attack scenario of PrintListener.

deep combined prediction model. Further, PrintListener uses
the random restart hill-climbing algorithm to synthesize the
second-level feature (the position and direction of minutiae) of
fingerprints that correspond to the inferred first-level feature,
namely minutiae templates, which are the basis for finger-
print authentication. In addition, the synthesized fingerprint
minutiae templates can also be used to reconstruct fingerprint
images [16].

By using the swiping friction sound as a natural attack
entry point, our attack has two advantages: 1) Stealthiness:
PrintListener can be carried out by leveraging mainstream
social software with voice and video capabilities and does
not necessitate any supplementary hardware. It capitalizes
on the built-in microphones in electronic devices, such as
smartphones, to capture the faint friction sounds generated
by finger movements across electronic screens. Subsequently,
the user’s fingerprint patterns are inferred from these sounds.
2) Pervasiveness: PrintListener is based on the MasterPrint
sequences attack, which does not require large data training
on a specific person. These sequences can subsequently be
employed to launch more powerful dictionary attacks on all
victims’ fingerprints that conform to the specific pattern.

To accomplish this goal, we need to resolve three major
challenges: 1) The sound intensity of finger friction from users
is extremely weak, typically ranging from 0.2 to 0.8 seconds.
The original audio and video call information often contain
a significant amount of redundant information. To extract the
faint friction sound submerged in dynamic speech and back-
ground noise interference, we design a friction sound event
localization algorithm based on spectral analysis. By moving
time windows and examining the energy spectral density of
audio in different frequency bands, we detect the starting
and ending points of friction sound events. By analyzing the
spectral peak-valley characteristics of the activity events, we
can eliminate the interference from multi-band and multi-type
activity noise, enabling precise localization of finger friction
events. 2) Friction sound characteristics are often influenced
by users’ physiological and behavioral features. In addition
to the primary feature patterns represented by the finger’s
surface morphology, there are also factors such as the pressure
and velocity, as well as the swiping trajectory. To address
this, we propose a joint prediction approach using a width
and depth classification module to capture both interpretable
audio features and deep representation features. We employ the
minimum redundancy maximum relevance (mRMR) feature
selection strategy and utilize conditional mutual information to
reduce feature redundancy. By deploying an adaptive weight-
ing strategy, we aim to balance the prediction results and
enhance the robustness of the fingerprint feature prediction
model to behavioral characteristics, thus capturing the com-
monalities within the fingerprint dataset with the same patterns.

Furthermore, we employ pitch shift and time stretch techniques
to balance the diversity of velocity and pressure in the original
audio training set, including various sliding trajectories. 3)
After inferring the primary pattern features of fingerprints, the
potential search space for the secondary features corresponding
to fingerprints of the same pattern is vast. How to effectively
search and synthesize a PatternMasterPrint dictionary capable
of attacking the majority of fingerprints from the latent space?
To address this, we conduct a statistical analysis of the
intercorrelations between the primary and secondary features
and design a heuristic search algorithm specifically targeting
the detailed secondary features of fingerprints. Building upon
the traditional random restart hill-climbing mechanism, we
first identify the crucial region (CR) within the fingerprint
area, which is prone to high-frequency collisions of secondary
features. Within the CR, we adaptively narrow down the
potential search space based on the current search state while
simultaneously increasing the likelihood of collisions among
the secondary features. This approach allows us to synthesize
locally optimal patterns in the master fingerprint dictionary.

Our contributions can be summarized as follows:

e  We uncover a new side-channel attack on fingerprint
and propose PrintListener, which leverages users’
swiping actions on the screen to identify the finger-
print pattern and synthesizes PatternMasterPrint se-
quences to conduct more powerful dictionary attacks.
To the best of our knowledge, this is the first work that
leverages swiping friction sounds to infer fingerprint
information.

e  We design a series of algorithms for pre-processing
the raw audio signals, eliminating the interference of
redundant audio features, and providing a wide and
deep combination prediction for fingerprint patterns.
Specifically, PrintListener can automatically capture
the pattern features of fingerprints from a large number
of raw recordings and generate targeted synthetic
PatternMasterPrints.

e  Extensive experimental results in real-world scenarios
show that Printlistener has strong attack power on
fingerprint authentication. It can attack up to 27.9% of
partial fingerprints and 9.3% of complete fingerprints
within five attempts at the highest security FAR
setting of 0.01%.

II. PRELIMINARIES

In this section, we first analyze whether PatternMasterprint
has a high probability of matching fingerprints with the same
pattern, then study the feasibility of fingerprint pattern predic-
tion via finger friction sound.

A. Is PatternMasterprint’s attack more powerful?

The friction ridge details of a fingerprint are generally
classified into 3 levels: Level 1 (pattern), Level 2 (minutiae
points), and Level 3 (pores and ridge shape). Currently, most
AFIS only use Level 1 and Level 2 features. The Level 1
features (fingerprint pattern) can usually be divided into four
distinct types: left loop, right loop, whorl, and arch [[17]. Each
has unique variations depending on the shape and relationship
of the ridges. To determine whether PatternMasterPrint (the
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Fig. 2: Variations of FAR with threshold settings in DO
(mixed patterns), D1 (whorl), D2 (left loop), and D3 (right
loop) Datasets.

MasterPrint generated by fingerprints with a specific pattern)
has a stronger attack power for fingerprints with the same
pattern, we initially analyze the similarities between finger-
prints that share the same pattern and evaluate the FAR
for fingerprints in datasets containing the same pattern, as
well as mixed patterns. Subsequently, we investigate statistical
evidence to support our intuitive hypothesis that a higher F AR
of fingerprints in datasets with the same pattern will increase
the likelihood of detecting a PatternMasterPrint (referred to as
PMP).

Hypothesis. The probability of finding PMP in the same
pattern fingerprint dataset Dg is P(PM P C Ds), and the prob-
ability of finding MasterPrint (MP) in the mixed fingerprint
dataset Dy, is P(M P C D). Then our alternative hypothesis
is

Hy: P(PMP C D) >= P(MP C Dm). e

Hypothesis Analysis Setup. We select the livedet2011_It-
aldataLive dataset [18]], which comprises a total of 400 fingers,
each with 5 complete fingerprint images, resulting in a total
of 2000 images. It consists of 680 whorl fingerprints (dataset
D1), 565 left loop fingerprints (dataset D2), 580 right loop
fingerprints (dataset D3), and 175 arch fingerprints (dataset
D4). Since the population of arch fingerprints is less than 5%
[19], we exclude dataset D4 from our statistical analysisﬂ

Thus, the mixed dataset DO amalgamates three finger
patterns (D0 = D1 U D2 U D3). To test our hypothesis H1,
the single-pattern dataset Ds can be D1, D2, or D3, and the
mixed-pattern dataset Dm is DO.

Hypothesis Statistics. Figure [2| depicts the variation of
F AR concerning threshold values from datasets DO to D3.
With the same threshold, the FAR of the single-pattern fin-
gerprint dataset is considerably higher than that of the dataset
containing a mixture of patterns. This disparity arises from
the fact that fingerprints belonging to the same pattern tend
to exhibit similar locations of singular points and coarse flow
directions of ridges.

We define the potential MPs/PMPs as those that incorrectly
match with at least 4% of the fingerprint population. In the
mixed fingerprint dataset DO of 1825 fingerprints, there are

! Arch fingerprints will not be considered in this paper.
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146 MPs, which accounts for an 8.00% (146/1825) proportion
of MPs. We also conducted separate statistical analyses on the
D1-D3 datasets to determine the presence of potential PMPs.
The proportions of PMPs in the D1-D3 datasets are as follows:
17.65% (102/578), 25.28% (114/451), and 13.73% (70/510).
Notably, all these proportions are higher than that of the DO
dataset, indicating a higher prevalence of PMPs in single-type
fingerprint datasets. These findings provide support for the
alternative hypothesis H;.

B. Acoustic principle of fingerprint pattern prediction

1) How are the finger frictional sounds created? : When
two solid surfaces come into contact and slide against each
other, they generate vibrations and waves that result in fric-
tional noise. Frictional noise can be divided into two categories
depending on the contact pressure (high or low) between the
frictional pairs [20]], [21]. Frictional noise under high contact
pressure is typically transient and caused by mechanical insta-
bility between surfaces, such as door squeaks. Low-pressure
frictional noise is relatively stable and is commonly referred
to as roughness noise, such as the rustling sound produced by
rubbing two sheets of sandpaper.

When the finger swipes on a screen, the weak coupling
between the finger pad and the screen will generate a rough-
ness noise. The production of roughness noise involves three
essential factors: friction (the elastic deformation between the
fingertips and the smartphone screen amplifies the vibrations),
dynamics (the vibrations and waves propagate between the
finger and the screen), and acoustics (audible roughness sound
radiates from the finger to the surface of the phone and
propagates through the air and solid medium to the phone’s
microphone [22]), as shown in Figure E}

2) Influential factors of friction sound characteristics:
When the finger slides across a screen, the surface of the finger
and the screen are subjected to a light load, resulting in only
slight nonlinear deformation of the skin on the fingertip. The
sound pressure level Ly (dB) of the roughness noise can be
expressed as:

L, =20log,q Ra"V™, 2

where R, denotes the arithmetic mean value of the sliding
surface roughness, V' represents the sliding speed, and n
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points of different patterns). TABLE I: Guessing framework of PrintListener.
Guessing path Example
Instant audio/video Skype / Wecom / Facetime
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morphological features of the nger and the phone screen
surface. Speci cally, the surface morphology of the nger is
primarily determined by the pattern of the ngerprint. Figure 4
illustrates the different ngertip morphologies, including left

loop, right loop, and whorl patterns. The ridges of ngerprints

reduce the contact area between the nger pad and the phoﬂ%frsega['r?ﬂsbtehg'sgngru'fizfd;?t;'r?lg: ?a?u\j,\éhc?r? ttr?: :geerrsr%rte
screen, resulting in variations in frictional radiation of air, ' ' gérprint p P gerp

solid vibration, and wave propagation modes. Intuitively, thisItself rather than the shape of the ngertip set or the contact

is re ected in the characteristics of frictional sound waves [23]_area.

In addition to the roughness of the nger pad and the phone Based on the friction sounds, features such as MFCC can
screen surface and the sliding speed of the nger, the chara®e utilized to distinguish corresponding ngerprint patterns
teristics of the sound waves are also in uenced by the pressungithin a small range. Hereafter, we aim to enhance the
applied by the nger, the humidity of the nger, and the sliding accuracy of ngerprint feature prediction.

posture of users [10].

Live streaming Twitch / Youtube Live / Discord
Others Malware / Swipe keyboard

3) A Feasibility Study: Given that each user possesses ll. THREAT MODEL

unique surface morphology features on their ngerprints, we  Goal. The attacker aims to leverage PrintListener to deduce
assume that the generated frictional sound waves can discloggtensive ngerprint information of users by analyzing the
the distinctive ngerprint pattern for certain types of mobile friction sound produced when users swipe on their phone
phone screens. screens while engaged in audio and video calls on social media
Proof-of-concept Setup.We record friction sounds pro- Platforms. For instance, users commonly swipe their ngers
duced by 9 participants as they rub their ngers against thd? SCroll through the browse messages or news during audio
and video calls, or frequently perform swipe operations when

screen of the Google Pixel 4, which is covered with a matte naaging in online gaming throuah social applications. In this
screen protector. In the rst experiment, participants graduallye 9aging 9 g throug Ppiice :
aper, we focus on generating targeted synthetic PatternMas-

increase the pressure and speed of their nger rubbing whil Prints with the followi .
swiping their ngers across the smartphone screen 15 time errnnts wi € foflowing assumptions.
In the second experiment, participants wrap their ngers with  Capabilities and Knowledge.We assume the attacker can
transparent tape and repeat the same rubbing motion as in thecess the victim's nger friction sound. For example, the
rst experiment. Our objective is to identify speci ¢ acoustic attacker has the victim's contact information, which could
features in the friction sounds that correspond to differeninclude the victim's phone number or account details for pop-
ngerprint ridge patterns. ular audio and video social software platfornesg, Google

Result. To compare the characteristics of friction sounds,Meet’ Skype, Discordetg. Then, the attacker may proceed to

Figure 5 presents the two-dimensional maoping of frictionalinitiate a voice or video call with the victim, connect to voice
9 P ppIng collaboration software for playing games, or in Itrate the same

?&Lljzrgcgzhar;c;egit;rcos roafm'\ge;;:je?)?ﬁ:ﬁ/reci%s;rcal_ dcgr?;(i:rlwegas nline voice or video conference as the victim. Malware with
time-dor,nain fegturesg Notaiz)l each dataq oint zf the frictio ecording permissions can also silently record the swiping fric-
' Y, P ion sound. This assumption is close to the practical scenario.

sound formed a Cl_uste_r corresponding to a unique ngerprin he attacker's guessing framework is illustrated in Table |
pattern. As shown in Figure 5a, under the in uence of pressure '

and velocity, different ngerprint patterns can still be roughly ~ No adversary proximity/accessibility. We assume the user
distinguished with overlap. However, the corresponding feais cautious about the surrounding environment and protects

4



Fig. 6: The work ow of PrintListener.

the ngerprint carefully. The user will not actively disclose 3) PatternMasterPrint Generating: This module rst sam-

the ngerprint to others nearby or casually leave ngerprint ples independent and sequential PatternMasterPrints (PMPs).
impressions on personal or public devices. Thus, attackers aBased on the sequential PMPs, a random restart hill-climbing
unable to obtain the ngerprint pattern information through algorithm based on a crucial region synthesizes a PMP dic-
observation or proximity to the devices used by the user. tionary in the secondary feature latent space. The synthetic

| iceFh K . PMP dictionary is capable of high-frequency collision with
No access to personal devicehe attacker cannot obtain nlgerprints of the same pattern.

any private devices (such as mobile phones, tablets, and othe
electronic devices with interactive screens) touched by the user.

Once the PatternMasterPrints for the victim are created, theis, Data Pre-processing

ef cacy can be tested on public devices that use the user's

ngerprint, such as ngerprint-operated public devices used Once the raw audio and video call voice are obtained, Print-

for time attendance and access control. Besides, the attackdrstener removes noise and compensates for the target fric-
can also directly sell generated candidate ngerprints to othetional sound signal. Subsequently, it obtains precise segments
malicious parties, which will also cause a signi cant loss toof the frictional sound based on the frequency spectrum and
users. nally performs data augmentation on the acquired frictional

. . ) sound segments.
No additional user action. Attackers cannot require any

additional actions from the user, such as asking the user to 1) Background Noise IsolationThe intensity of nger
rub their nger pads on the screen repeatedly. Throughout théiction sound is generally low, and it is frequently subject
entire attack process, the attacker should ensure that the usetdsinterference from either steady background white noise or
unaware and only collects the sounds stealthily during regulamon-stationary additive noise.g, dynamic speech or device
audio and video calls. electronic noise). When we use mobile phones for audio and
video calls in indoor environments, such as family rooms and
of ces, the noise energy is typically concentrated below 4 kHz.
Environmental noise can be disregarded when the frequency
A. Overview range exceeds 8 kHz [24]. To eliminate low-frequency noise
while preserving the ngerprint information, we select a nite

After eavesdropping on the user's nger friction sound jmpulse response (FIR) high-pass lter [25] with a 4 kHz
through a social network, PrintListener generates a speciapassband to erase the background noise.

ized PatternMasterprint sequence speci cally designed for the

user's ngerprint. As shown in Figure 6, the work ow consists 2) Noise CompensationThe method based on short-time
of three modulesData Pre-processingFingerprint Pattern amplitude and phase spectrum noise compensation [26] is
Mapping and PatternMasterPrint Synthesizing widely used to enhance the target signal degraded by additive

) ) _hoise without introducing any distortion. The speech signal
1) Data Pre-processing: This module separates weak frigg analyzed frame by frame, and the noisy speech is seg-

tion sounds that are buried in dynamic speech and backgroungented into overlapping frames by sliding windows. Under
noise interference. High-pass lters are utilized to eliminateie condition that the noise speech phase remains unchanged,

low-frequency noise, and a spectrum density analysis methoghe corrected complex spectrum is obtained by aggregating the
is employed to obtain precise segments of the friction sound.rected amplitude spectrum.

Finally, waveform resampling is applied to extend the frictional
segments and optimize the original dataset.

IV. DESIGN OFPRINTLISTENER

t — t .

2) Fingerprint Pattern Mapping: This module employs 20 = Gealt YW 3)
width and depth combination models to extract interpretablevhere Gga [! k] represents the gain function of the conven-
audio and deep representation features from the augmenté&idnal geometric approach '[! ] is the Fast Fourier Trans-
friction sound segments. An adaptive weighting strategy iform (FFT) representation of it. Enhanced speech fratn@s]
employed to balance the predicted results of the primanare synthesized by performing an Inverse Fast Fourier Trans-
feature pattern. form (IFFT) on the corrected cepstral coef cierds [! ].



Fig. 7: Data pre-processing before friction event segmentation.

R [n]=Re(FFT iz ['«]if (Z ['«]+" ['k])9): (4

where Re(-) denotes the real part of a complex number,
represents the frame numbér, [! ] is the modi ed phase of
Z'' ], andf (Z [ ]+" [! «]) represents the corrected com-
plex spectrum obtained by adding the corrected phase spectrum (a) rate = 0.8 (b) rate = 1.2
Z ['k] and the corrected amplitude spectrdm|[! ]. The
nal enhanced speech signal is synthesized using the standard
overlap and add method.

3) Friction Event Segmentatiorito accurately extract spe-
ci ¢ friction sound segments from recordings and exclude
redundant information about friction segments, we design

a friction sound event localization algorithm based on the (c) n_steps = 2 (d) n_steps = -2
frequency spectrogram of audio signals. By analyzing the ) )
energy spectrum density changes across the entire frequency Fig. 8: Data augmentation

range, we perform friction sound event localization. Firstly,

we obtain the spectrogram of the original audio signal by

applying the Fourier transform. Then, for each time window,

we calculate the squared amplitude of the frequency-domain Step 2: Full-frequency energy verication. Through
signal of the audio frame, to obtain the power spectral densitgxtensive experimentation, we have observed that the spectral
of the original audio at different frequencies. Next, we conducienergy of friction sounds uniformly increases across the entire
a three-step detection on the entire activity signal: frequency range o 22 kHz. However, common interfering
sounds, such as human speech are usually distributed in low-
Ifequency bands. Therefore, we set a thresiigjg for the

or activity noise (such as continuous human speech) occu ifference in spectral energy density between adjacent time
or ends, the difference in energy density between adjacent. P 9y y Del |
windows and a thresholdy ,, for the variance of spectral

time windows increases, which is re ected in the spectrogram

as a sudden brightening or darkening of color. During silen nergyl densr;ty acrosh | f22 k.HZ of the szc\r/T;]e t|mhe vg%dow,
periods, the spectral energy is weaker, and the difference i analyze the potential Iriction events. en the diiierence

. : : . in spectral energy density between adjacent time windows is
spectral energy between adjacent time windows is lower. greater thariToy , and the variance is smaller thaly o, , it

The audio energy spectral densiB(n;k) of the k-th  is considered a potential starting or ending point of friction
frequency component at the-th sample point in the time sound segments.
window T is calculated as:

Step 1: Silent regions exclusionWhen friction sound

Step 3: Duration veri cation. After obtaining the poten-
tial friction events, we verify the duration of these activity

K 1 2 segments. Only when the duration of the activity noise exceeds
P(nm;k) = w(m) x(n+m) e J2kmN - (5y  Tpy ,itis considered as the friction sound. Through extensive
m=0 testing, we adjust the values dfi; , Tyar, and Tpyr to

accurately locate friction sound events. As shown in Figure 7,

where N denotes the number of samples in each timemost friction sound fragments can be automatically segmented
window, w(m) is the window function, anet(n+ m) denotes Out.
the (n+ m)-th sample point in the time window. This equation
uses the window function to smooth the data within the time 4) Data AugmentationWaveform resampling is a common
window and then performs a short-time Fourier transform todata augmentation technique. In our study, we use time stretch-
obtain the energy spectral density of the different frequencyng and pitch shifting [27] to generate a range of similar yet
components. By moving the time window and comparing thedistinct waveforms. This expands our datasets and improves
energy differences between adjacent time windows, we rsthe physical reality of samples.g.different swiping pressures
exclude the silent regions. and speeds).
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