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BACKGROUND


Specifications for single finger live-scan fingerprint readers have not yet been established by a cognizant Federal agency such as the FBI or NIST.  Specifications that are commonly cited in the industry usually pertain to rolled impression readers or ten-print card readers and are predominantly concerned with performance parameters such as image quality.  Very little attention, if any, has been given to specific product parameters such as reliability, testability, interchangeability, manufacturability, etc.  Furthermore, the need for such specifications is growing rapidly due to the large number of applications that are currently being developed or planned around single-finger readers.


The specifications that follow are intended to address the full range of issues that are customarily covered for products in a more mature industry, including both performance parameters, which are critical to overall system performance, and product parameters, which are critical to establishing a sound product that can contribute to overall system reliability and maintainability.


It should be noted that the Performance Specifications stated herein are based in large part on the Minimum Image Quality Requirements for Live Scan, Electronically Produced Fingerprint Cards, developed by NIST in conjunction with the Federal Bureau of Investigation.  These requirements are published in the FBI/CJIS Electronic Fingerprint Transmission Specification, Appendix F - IAFIS Image Quality Specifications, FBI document CJIS-RS-0010 (V4), August 24, 1995.  


The overall intent of this specification is to maintain image quality and performance standards as compatible as possible with those required for law enforcement applications.  This will not only ensure that the highest quality standards are being met but will also enable the images collected from the single finger readers to be cross-matched to images previously collected through inked fingerprint or other electronic rolled-impression live-scan fingerprint readers that have been approved for use by the FBI.





DEFINITION OF TERMS


Fingerprint Reader:	Shall include the scanner and all associated subsystems through A/D 


			conversion, including a video storage card (“frame grabber") if required.





1.0	PERFORMANCE SPECIFICATIONS


1.1	Image Quality


1.1.1	Area of Coverage


The fingerprint reader shall have the ability to perform a plain impression scan of the finger.  The total area scanned regardless of the size of the finger shall be not less than 19.05mm x 19.05mm (not less than 22.35mm x 30.48mm for NCIC 2000 compliance).





1.1.2	Geometric Image Accuracy 


Fingerprint readers are susceptible to a variety of different types of distortions, most of which can be attributed to the optical lensing system.  If the geometric distortion is large enough, the images collected from a given reader will be unable to be matched accurately to images collected either from other reader models or from scanned inked fingerprints.  As a result, the use of a reader that produces geometrically distorted images will limit or prohibit the future use of readers from other manufacturers which may become desirable or even necessary.  Therefore, to ensure that the images being collected are distortion free, the reader must accurately scan a test target.  The distance between any two arbitrary points on the test target will be measured and compared to the distance measured between the same points in the digitized image.  The difference between the two measurements shall be less than 10((x/25.4)-3.3), where x is the actual distance over the range 0<x<d millimeters, where d represents the distance of a diagonal line drawn from comer to comer of the reader platen.  A reader that scans the minimum scan area of 19.05mm x 19.05mm has a diagonal distance 'd' = 26.94mm.





1.1.3	Resolution


The accuracy of fingerprint images is directly related to the resolution of the fingerprint reader.  All fingerprint readers must have a resolution that is constant over the entire image area, as measured in both the horizontal and vertical dimensions.  The gray scale resolution shall be no less than 9.8 line pairs per millimeter (lppm) +/- 10%, measured at the Modulation Transfer Function as stated in Section 1.1.4.





1.1.4 Modulation Transfer Function


The Modulation Transfer Function (MTF) shall not have values greater than 1.0 at any measured frequency.  Over the entire image, the measured MTF for both horizontal and vertical directions shall exceed 0.5 at 9.8 lppm +/- 10%.  The MTF shall be measured using a square wave modulation.  The modulations are determined by moving a window, 4 pixels long by 1 pixel wide, across the square wave pattern.  The minimum and maximum and values for the square wave are then recorded and used to calculate output modulation.  The output modulation at any frequency (cycles/mm) is defined by the following equation using the calibrated maximum and minimum     gray scale values:


			modulation = (max - min) / (max + min)





The MTF is calculated as:


			MTF = output modulation / target modulation
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1.1.5	Signal to Noise Ratio


The ability to separate image data and data due to system noise is critical to system performance and is defined by the signal-to-noise ratio ("SNR”).  SNR must be calculated for both white noise (that which would affect the detection of valleys) and black noise (that which would affect the detection of ridges).  The SNR for both white noise standard deviation and black noise standard deviation shall be greater than 125, as measured using the following procedure:


a.	Any random test field measuring 6.35mm x 6.35mm within the image area is chosen.


b.	A uniform test target that is capable of producing large gray scale returns, as seen by the fingerprint reader due to imaging the valley of the fingerprint, (i.e., white) is placed in the test field and scanned.


c.	A white test population of 8-bit gray scale values from at least 1,000 samples within the test field are collected.  The average white value is computed as the average of the test population.  The standard deviation of the test population is computed.


d.	A uniform test target that is capable of producing low gray scale returns, as seen by the fingerprint reader due to imaging the ridges of the fingerprint, (i.e., black) is placed in the test field and scanned. 


e.	A black test population of 8-bit gray scale values from at least 1,000 samples within the test field are collected.  The average black value is computed as the average of the test population.  The standard deviation of the test population is computed.


f.	The SNR is computed as the difference between average white and average black values, divided by either the white noise standard deviation or the black noise standard deviation.





1.1.6	Gray Scale Range of Image Data


The gray scale range of the scanned images can have a direct effect on the ability to accurately separate the ridges and valleys of the image.  Consequently, it is required that the images are digitized using 8-bit gray level quantization (256 gray levels) and that 95% of all images captured will have a gray scale dynamic range of at least 200.  


The gray scale range will be calculated by generating a histogram of the fingerprint image and calculating the difference between (a) the mean value of gray scale values less than 128 and (b) the mean value of gray scale values greater than 128.





1.1.7	Gray Level Uniformity


When scanning a uniform target that is capable of producing a large gray scale return, as seen by the fingerprint reader due to imaging the valley of the fingerprint, no two adjacent rows or columns of length 5 pixels or greater shall have an average gray scale difference of more than 2.5 counts out of the possible 256 counts and 95% of the entire image area shall have a gray scale value greater than 240.  In addition, any fingerprint image that is scanned must be able to show a continuous histogram without any periodic gray scale values missing or significantly attenuated.


1.2	Functional Requirements


1.2.1	Repeatability


The fingerprint reader must be capable of repeatedly scanning a test target and producing results consistent with the Performance Specifications of Section 1.1.  These results must be repeatable over the entire electrical operating range of the reader, as defined in Section 1.3.





1.2.2	Defective Sensor Cells


Many fingerprint readers use linear or 2-dimensional CCD arrays to sense the image.  If so, the entire detector array must have no more than the following defective cells:


a.	10 individual cell defects


b.	2 column or row defects of length 5 pixels or greater.


A defective cell is defined as one whose response differs from the mean by more than 5 % as defined in Section 1.1.7.





1.2.3	Scratch Resistant Platen


Fingerprint readers often use a platen coated with a very soft film to aid in the coupling of the finger to the platen.  These coated platens however are very susceptible to damage and can degrade rapidly under normal usage.  Therefore, it is preferred that all platen surfaces upon which the user places his or her finger should be relatively hard and free from all soft surface coatings.





1.3	Electrical


Variations from the nominal AC line voltage are quite common.  The fingerprint reader must be capable of continuous operation meeting the Performance Specifications of Section 1.1 over an AC input voltage range between 100VAC and 132VAC.





1.4	Operational Requirements


1.4.1	Warm Up and Continuous Operation


The fingerprint reader must be capable of obtaining the Performance Specifications as stated in Section 1.1 within five (5) minutes from powering on and must be capable of maintaining that performance without maintenance or calibration for a period of ten (10) hours.





1.4.2	Finger Placement 


The consistent and proper placement of the finger will improve the overall accuracy of the identification system, while fingers that are misaligned or significantly rotated will have an adverse effect on system accuracy.  Previous applications have demonstrated that operators who view the placement of the finger in "real time" via a video monitor prior to capturing the data have not been effective in improving finger placement or overall image quality.  Therefore, the fingerprint reader must have a method of assisting the individual in placing the finger in a repeatable fashion, with minimum translation in the horizontal and vertical axes and with minimum rotation.  A passive mechanical guide which the user can reference is sufficient.





1.4.3	Usage Instructions


Any instructions that the user should be familiar with in order to properly use the fingerprint reader must be clearly and prominently marked on the reader.  The actions should be simple and concise in order to enable the user to quickly remember the proper operating procedures.  Icons should also be used in addition to any text.  The text should be available in multiple languages including English and Spanish.





2.0	PRODUCT SPECIFICATIONS


2.1	Testability


2.1.1	Acceptance Testing


Acceptance Testing shall be used to demonstrate that a particular model fingerprint reader produces fingerprint images that meet the requirements set forth in Section 1.1.  In performing these tests, the following sample sizes shall be used:


         Section		Description of sample size or measurement





	1.1.1		Area of Coverage - Measurements shall be made on a single unit


			using a test target that is calibrated and can verify the total scanned


			area.





	1.1.2		Geometric Image Accuracy - Measurements shall be made using a


			test target that is calibrated and can verify the total scanned area.





	1.1.3		Resolution - Measurement to be made from a single image using a


			test target that is calibrated and has line pairs at a spatial frequency


			of 9.8 lppm +/- 10%.





	1.1.4		MTF - Measurement can be made from three randomly selected


			fingerprint images.





         Section		Description of sample size or measurement





	1.1.5		SNR - Measurement can be made using three images created from a


			target which gives a large gray scale value return, as seen by the


			fingerprint reader due to imaging a valley, and a low gray scale


			value return as seen by the fingerprint reader when imaging a ridge.





	1.1.6		Gray Scale Range of Image Data - 1,000 fingers shall be scanned


			and corresponding histograms generated.





	1.1.7		Gray Level Uniformity - 1,000 fingers @ be scanned and


			corresponding histograms generated.





2.1.2	Quality Control Testing


The live-scan fingerprint reader is directly responsible for the quality of image data that is collected for subsequent processing and storage.  It is imperative that the integrity of the data can be verified and that the images are not compromised in any way.  Degradation of images over time could be catastrophic to the overall performance of the system and invalidate entire databases of images.  


Quality Control testing shall be used to demonstrate that any given unit of an acceptable model of equipment continues to produce fingerprint images in accordance with the Performance Specifications of Section 1.1.  As such, the reader or reader terminal host computer must be capable of exercising various reader subsystems to determine with reasonable certainty that these subsystems are properly operating and, if performed by the reader itself, to convey the result of the testing back to the reader terminal host computer.  A further requirement is that the testing can be performed in an automated fashion by any reader terminal host computer without the need for operator intervention or the use of special test targets which requires training of personnel.  The following subsystems, wherever applicable, must be capable of being tested:





a.	Image acquisition sensor


The sensing device used to acquire the image data, whether it is a single point sensor, a 1-dimensional line array sensor, or a 2-dimensional image array sensor, must be capable of being tested either directly or indirectly.  In the case of the 1-dimensional and 2-dimensional arrays, each pixel in each array must be validated.





b.	Digital memories


If the reader itself incorporates a memory subsystem for holding portions or entire copies of the scanned image, the failure or partial failure of a memory subsystem could cause an improper image to be transmitted to the host computer.  A full memory diagnostic must be executed to ensure that all data and address fields used to hold and/or manipulate image data in any way are fully tested and functional.
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c.	Digital-to-Analog converters


If a digital-to-analog converter is used in the fingerprint reader to output an analog RS-170 or NTSC video signal to the host computer, the integrity of the converter must be capable of being tested and the results of that test available to the host computer.





d.	Data paths


All data paths, both digital and analog, which are used to transmit the image data from point to point within the reader, and from the reader to the host computer must be validated.  The failure of a single bit along any of these data paths could cause erroneous image data to be sent to the host computer.


A complete diagnostic of the fingerprint reader and all of its subsystems, either as mentioned above or any that may be specific to a particular reader, must be able to be invoked by the host computer and have the results returned to the host computer within a maximum time of five (5) minutes.  This will allow repeated testing of the reader at various times in the day, in order to identify a failure as early as possible, which will aid in preventing the corruption of large amounts of data prior to detection of a component failure or problem.





2.2	Reliability


Product reliability is of paramount importance in any application.  The life cycle or “Mean-Time-Between-Failures” (MTBF) of a product can often be predicted by accelerating the exposure levels of the product to temperature changes and vibration during testing.  Evidence and test results supporting a life cycle of five (5) years should be presented.





2.3	Compliance


Electronic products sold in the United States of America must as a minimum comply with Electro-Magnetic Interference criteria set forth by the Federal Communications Commission.  The criteria for emissions standards is a function of the application and where the system is to be installed.  However, most applications as a minimum require all equipment to pass the same emission standards enforced on personal computers, which is FCC Part 15.  Therefore, it is a minimum requirement that the fingerprint reader passes emissions testing FCC Part 15.


In addition to FCC requirements, most electronic products sold in the United States must be certified as to their inherent safety both to the user and to the surroundings (i.e., fire hazard).  Computer and peripheral devices fall under the Underwriters Laboratory Safety Standard UL1950.  Each reader must have a safety mark from a recognized safety certification agency identifying that it meets the requirements set forth in UL1950.
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2.4	Quality Assurance


The ability to manufacture multiple readers within a given time frame is advantageous only if each reader manufactured meets the required performance levels set forth in Section 1.1.  In order to meet this level of manufacturing repeatability, a well establish quality assurance program is required.  Standards such as those set by ISO 9002 or various MIL-Spec programs would be considered adequate.  Specific standards by which the reader is being manufactured must be cited.  If these standards do not address overall product configuration control, then the method by which the changes to the product are tracked must also be presented.





2.5	Documentation


Complete documentation pertaining to the reader must be available.  This documentation should include, as a minimum, the following:





a.	Installation of the reader





b.	Operation of the reader





c.	Interface requirements





d.	Diagnostic program guides.
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